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Congratulations on purchase of your RPCM!

Congratulations on purchase of your RPCM!

Dear Customer!

Please accept our congratulations on your purchase of RPCM - Resilient Power Control Module.
This device will allow you to be in control of your power supply infrastructure with great user
experience.

We have paid a lot of attention to craft the device the way we would want it to be for ourselves. In
many ways, physically, ergonomically, architecturally, electrically it is designed to be one stop
shop for many power control tasks that people meet in many circumstances.

We have made every effort to make RPCM useful both in enterprise environment behind firewall
and in less strict environment with access to Internet, where all the power of the Cloud comes to
your service.

We have tried to make interfaces as intuitive as possible and prepared detailed documentation to
assist you in every case that may be not obvious or expected for this class of equipment.

Bon voyage! We hope you enjoy it!

RCNTEC Team.



1. Introduction to RPCM

l. Introduction to RPCM

1.1. Main Functions

RPCM stands for Resilient Power Control Module. It was designed in response to market demand
for managed and switched PDU, that could protect individual outlets from short circuits.

During its development, we decided to add features, such as power metering and proper
grounding diagnostics. As a result, RPCM has the following characteristics:

Inputs:

2 X 76A -48VDC (42-58VDC) (ATS), max. current 76A for RPCM DC ATS 76A.
1x232A -48VDC (42-58VDC), max. current 232A for RPCM DC 232A.
Outlets:

10 outlets, designed for a current of 30A (with a 4 mm? cross section); 24A (with a cross section
of 2.5 mm?wires).

Overconsumption or overheating protection with individual configuration of each outlet for
alarm and turn off threshold.

Proper grounding indication.
Configuration of activation sequence and delays;

Priority configuration for outlets to turn off in case of input consumption in exceed input of
consumption limit.

Remote control via web interface, SSH, SNMP v1/v2c/v3, REST APL
Main applications of RPCM include:

increasing electrical safety;
increasing fire safety;

ensuring continuous operation;
monitoring and saving energy;

management IT infrastructure with flexibility.



1. Introduction to RPCM

1.2. RPCM DC Features

Remote power management of individual outlets — operations team can turn on/off and
reset any of the 10 outlets without visiting the site where the equipment is installed and they can
control unauthorized connection/disconnection of the equipment, accidental disconnection of
power cables or PSU failure on the powered equipment.

Outlet level short circuit protection — When a short circuit occurs on one of the connected
devices, RPCM will cut off the power supply only to that device, leaving all other devices up and
running;

Note. Devices connected to other outlets on RPCM and other devices powered from the same power input stay on. Since
ATS is used for reserving power input, short circuit protection on RPCM prevents both input power lines from switching off
and all the equipment in the rack from turning off due to one failed device, eliminating the difficulty of locating the failed
device before the power in the rack is restored.

Proper grounding diagnostics — RPCM prevents damages and equipment failures, while
increasing electrical safety with the help of automatic monitoring and proper grounding
diagnostics.

Configurable current consumption limits for each outlet — operations team can prevent fire
hazards by setting current limits on each outlet and configuring administrators notifications or
automated power cut off on the outlet where consumption exceeding the defined limits was
detected.

Customizable outlet activation sequence and delays to start up services correctly after
complete power loss events — operations team can guarantee powering on of equipment after
a full blackout, as well as set activation sequence and delays during startup following a power cut
off, to ensure proper start up of telecom, IT infrastructure and information systems.

Power meters on each individual outlet — access to detailed consumption information on
every unit of powered equipment allows to optimize power consumption, bill contractors to
which you provide power on sites, troubleshoot issues with much better insights and plan
expansions based on real life consumption telemetry data.

ATS (Automatic Transfer Switch) — for RPCM DC ATS 76A only — When power loss occurs on
one of the inputs, all electricity consumers are switched over to another power input without
interruption in power supply to consumers. This allows to significantly increase uptime of
equipment with single power supply unit. Also this functionality makes it easy to maintain DC
power sources like battery packs, rectifiers etc without planning downtimes.

User friendly remote management interfaces — Multitude of easy to use interfaces such as
web-console, SSH command line interface, SNMP, REST API and physical on-device buttons,
display and per channel LED status indicators provide centralized teams and field engineers all
necessary tools to manage the power infrastructure the smart way.

Automation watchdogs — RPCM has a convenient system for monitoring health of the powered
devices based on power consumption, network availability and TCP port availability to automate
recovery of equipment from failures by detecting issues and power cycling powered devices
automatically.



1. Introduction to RPCM

IMPORTANT!

A latest version of the documentation: https://rpcm.pro/docs/

Use the latest version for information about new features and methods of work.

You can ask technical support to get latest version this documentation.
Contacts for contacting technical support for the RPCM product:

Tel: 8 (800) 302 87 87, +7 (495) 009 87 87. E-mail: info@rcntec.com
Technical support http://rpcm.pro

Feedback http://www.rcntec.com/feedback



2. Installing RPCM

2. Installing RPCM

Brief description of the section:

2.1. Operating Instructions and Specifications — This section contains information on the
operating conditions of the Resilient Power Control Module (RPCM).

2.2. Mounting onto rack— detailed instructions for preparing for installing and connecting the
Resilient Power Control Module (RPCM).



2. Installing RPCM

2.1. Operating Instructions and Specifications

2.1.1. Before You Begin

The RPCM must not be connected to an electrical system where voltage exceeds the limits
specified in the RPCM datasheet.

Do not operate without grounding.

Switches or circuit breakers used to provide power towards the RPCM must be easily accessible
for disconnection in case of danger.

Do not allow liquids to enter into RPCM.

In case liquids or foreign objects enter the system, or if there are signs of malfunction, such as
loud noise, smoke, burning smell, disconnect RPCM from the input power supply immediately.

ATTENTION! If any abnormal situation occurs, please contact technical support. Do not attempt
to open or repair the Resilient Power Control Module (RPCM) yourself. Repairs should be carried
out only by a qualified service engineer.

2.1.2. Requirements for Ambient Conditions during Use

Normal ambient conditions for the operation of the Resilient Power Control Module (RPCM) are
the following:

Operating range of temperature 0-40°C;
Operating range of relative humidity — 45-85% (non-condensation);
Operating range of altitude above sea level is 0-2000 m.

The environment is non-explosive, does not have considerable amount of conductive dust,
vapors, corrosive gases in concentrations harmful to RPCM components and materials.

The surface of the RPCM enclosure must not be chipped, scratched, dented or otherwise
defective.



2. Installing RPCM

2.1.3. General Technical Characteristics

Table 2.1.1. General Technical Characteristics RPCM RPCM DC ATS 76A, RPCM DC 232A

Characteristics RPCM DC ATS 76A RPCM DC 232A
Inputs
Power 3.648 kVA @ 48VDC 11.136 kVA @ 48VDC
Connection 2 DC inputs 1 DCinput

Connection Type

Spring terminals (1.5-16 mm?2)

Screw terminals: rigid cable
(25-95 mm?2); flexible cable
(35-95 mm?2)

Rated voltage

-48VDC (42-58VDC)

-48VDC (42-58VDC)

Outlets

Number of connections

10 clamp terminals

10 clamp terminals

Connection Type

Clamp terminals: 4 mm?

Clamp terminals: 4 mm?

Rated voltage

-48VDC

-48VDC

Rated and maximum current

30A (with a cross section of 4
mm2); 24A (with a cross
section of 2.5 mm2)

30A (with a cross section of 4
mm2); 24A (with a cross
section of 2.5 mm2)

Overload and short circuit
protection parameters

Overload protection:
adjustable 0.1-30A (default
30A); short-circuit protection
(tripping current 87.5A)

Overload protection:
adjustable 0.1-30A (default
30A); short-circuit protection
(tripping current 87.5A)

Light indication (display)

Input Status

On / off / voltage out of

range / activity parameters;
current / voltage; indication of
the presence / absence of
grounding

On / off / voltage out of

range / activity parameters;
current / voltage; indication of
the presence / absence of
grounding

Channel Status (Outputs)

On / off / short / overcurrent
at the output / overcurrent at
the inputs

On / off / short / overcurrent
at the output / overcurrent at
the inputs

Other options

Communication Interface

Ethernet 10/100 Mbps (one
for each input)

Ethernet 10/100 Mbps (one
for each input)

10



2. Installing RPCM

Characteristics

RPCM DC ATS 76A

RPCM DC 232A

Completeness of the product

RPCM DC ATS 764, 19 "rack
mount Kit, Quick Start Guide

RPCM DC 2324, 19" rack
mount Kit, Quick Start Guide

Dimensions (WxDxH)

440 x 365 x 44 mm,

440 x 365 x 44 mm

Form Factor

installation in a standard 19 ”
cabinet (occupies 1U)

installation in a standard 19 ”
cabinet (occupies 1U)

Operating temperature

0~+40°C

0~+40°C

Storage temperature

-20~+60°C

-20~+60°C

Relative air humidity

45 ~ 85% (no condensation)

45 ~ 85% (no condensation)

Technical Support Information for RPCM:
Tel: +7 (495) 009 87 87, +7 (800) 302 87 87, E-mail: info@rcntec.com

Feedback http://www.rcntec.com/feedback Technical Support http://rpcm.pro

11



2. Installing RPCM

2.2. Mounting RPCM DC ATS 76A, RPCM DC 232A

2.2.1. Description

This chapter section contains instructions for installing the Resilient Power Control Module
(RPCM) and is intended for personnel with the appropriate qualifications.

Before you begin, read this guide to help you complete the installation process. If necessary,
contact RCNTEC support for assistance.

Adhere strictly to the safety precautions listed below.

2.2.2. Installation and Operation Requirements
Power and ground requirements for RPCM DC ATS 76A:

voltage -42 - -58 VDC;

grounding;

easy accessibility of switches or circuit breakers of both inputs for disconnection in case of
danger.

Power and ground requirements for RPCM DC 232A:

voltage -42 - -58 VDC;

grounding;

easy accessibility of switches or circuit breakers for disconnection in case of danger.

Note. In order to protect outlets from short circuits, short circuit protection selectivity has to be ensured in the electrical
design. For RPCM DC ATS 76A, RPCM DC 232A — short circuit protection trips at ~87.5A current on the outlet. Short circuit
tripping time — around 100 microseconds. In order to isolate short circuit on individual outlets you should choose circuit
breakers on input that have tripping delay 2 ms or longer.

2.2.3. Preparatory steps

CAUTION! To reduce the risk of fire, electric shock, or damage to power sources, observe the
following rules:

Before connection the input power, make sure that all Switches or Circuit Breakers are in the OFF
position;

Make sure that the equipment connected to the module outputs are configured and suitable for
operation at the same voltage levels as RPCM module — 48 VDC. Failure to ensure correct
voltage ranges can lead to serious damage to the equipment.

CAUTION! To reduce the risk of injury, before connecting the power, check the grounding.

To avoid personal injury, adhere strictly to the power current requirements for occupational
safety and health.

12



2. Installing RPCM

2.2.4. Acclimatization

The maximum permissible temperature range for storage during storage is 20°C/h. Before
turning on the Resilient Power Management Module (RPCM), it takes time to adapt to the new
conditions at least 24 hours for acclimatization. At this time, you can continue to physically
install the RPCM device. If condensation is present after 24 hours, wait until the condensation
evaporates completely before turning on the system.

Ambient conditions for the operation of the RPCM are the following:
operating range of environmental parameters 0-40°C;
operating range of relative humidity is 45-85% (without condensation);

operating range of altitude above sea level is 0-2000 m.

2.2.5. Checking the Packaging

Before unpacking the boxes, ensure that they do not have dents, cuts, stains and other damages
due to incorrect handling in the course of shipping . In case of damage is found, photograph the
packaging, contact the supplier and attach the photo.

2.2.6. Installing RPCM

Before starting the installation, ensure the ambient conditions for operations and power
requirements are in accordance with the instructions in this User Manual.

Installing the Remote Power Management Module

Note. If you purchased a cable fixation kit, install it before installing the RPCM in the rack.
To install RPCM:

install the rack nuts as in Figure 2.2.1;
mount the module RPCM on the rack and secure it as shown in Figure 2.2.2;

prepare the power lines to connect the module as shown in Figure 2.2.3 for RPCM DC ATS 76A or
Figure 2.2.4 for RPCM DC 232A;

connect the power cables to the inputs;

connect power cables of the power equipment to outlet clamp terminals.

13
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Figure 2.2.1. Inserting rack nuts.

ooooc

S OO0 oooo

[

Figure 2.2.2. Mounting the Resilient Power Control Module (RPCM).
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Auto-switch of Auto-switch of
power line 1 \ k)ower line 2

Outlets RPCM 0-9

Faaaaaaayid

Resilient Power Control Module (RPCM)

Input 1 Input 2

Figure 2.2.3. Connecting RPCM DC ATS 76A.

Auto-switch Of|K

power line

Outlets RPCM 0-9

el KA Ay

Resilient Power Control Module (RPCM)

Figure 2.2.3. Connecting RPCM DC 232A.

2.2.7. Terminals for input and output connections

Input terminals of RPCM DC ATS 76A and RPCM DC 232A have significant differences in design,
dimensions and cross-sectional area of wires. These differences originate from the difference in
maximum current values.

The RPCM DC232A model has only one input for connecting to a power source with two
terminals, while the RPCM DC ATS 76A has 2 pairs of terminals.

2.2.7.1. Connecting wires to RPCM DC ATS 76A inputs

The procedure for connecting wires to input terminals of RPCM DC ATS 76A.
Carefully study the labeling and polarity of the connection.

Remove the insulation from the wire.

15



2. Installing RPCM

Before inserting wire into terminal, you must first open the clamp. To do this, insert a
screwdriver into the rectangular shaft near the clamp.

To disconnect, you must also insert a screwdriver into the rectangular shaft near the clamp.

Figure 2.2.5. Connecting wires to the input terminals of RPCM DC ATS 76A.

IMPORTANT! No mechanical loads should be transferred to the Push-in spring clip, otherwise
the electrical connection may be damaged.

2.2.7.2. Connecting wires to the inputs RPCM DC 232A

To connect the input to the electrical circuit use two terminals with screws for the positive and
negative conductors.

To connect cable to the screw terminal:

Remove insulation from wire.

Insert the wire into the contact hole.

Insert the hex key into the side hole to tighten the screw.
Tighten the screw with a force of 10 Nm ... 12 Nm.

Connect the second conductor in the same way.

16



2. Installing RPCM

Figure 2.2.6. Connect the conductor to the input terminal of RPCM DC 232A.

2.2.7.3. Connection of conductors to RPCM DC ATS 76A and RPCM
DC 232A output clamp terminals

RPCM DC uses clamp terminals to connect power wires to supply power to loads.

To connect the conductor to the RPCM DC ATS 76A outlet and RPCM DC 232A outlet, you must:
Remove the insulation from the conductor.

To open the clamp, press the orange button with a screwdriver.

Insert the conductor directly into the round hole of the terminal.

Remove the screwdriver releasing the button and make sure that the conductor sits in the
terminal firmly.

Similarly connect the second conductor.

To remove the conductor,; you also need to push in the orange button with a screwdriver, remove
the conductor and release the button.

SERERT ARSI NN

L

Figure 2.2.7. Connecting the conductor to the RPCM DC ATS 76A or RPCM DC 232A outlet terminal.

17



3. Start Setting Up

3. Stort Setting Up

Brief description of this chapter:

3.1. Setting Up a Network, Assigning IP Addresses — This section describes the procedure for
displaying information about the available IP and MAC addresses, and the procedure for
assigning IP addresses using various methods.

3.2. System Requirements — System requirements for input power supply for the Resilient
Power Control Module (RPCM) and the computer for administration are given.

3.3. Modes of Operation — There are various schemes for connecting RPCM with the specifics
of a task.

18



3. Start Setting Up

3.1. Getting primary information, network configuration

3.1.1. Getting Information via the RPCM Display

The RPCM display is a matrix of luminous segments for displaying alphanumeric messages.

Note. For more information on the appearance and display device of the RPCM, it is recommended that you read the
information in section "4.1. RPCM Physical Interface".

Below is the name and sequence of the value demonstration by pressing the controls (the top or
bottom buttons on the case).

Switching between messages occurs by pressing the upper or lower buttons.
The bottom button switches the messages on the screen in order from top to bottom.

The top button toggles the values in reverse order.

ENEEEEEEEE =

Figure 3.1.1. The draw of the display panel with control elements and Ethernet ports for RPCM DC
232A.

In order to avoid accidental to switch messages, the upper or lower button must be held for 5
seconds.

Note. Pressing and hold of top button about 20 seconds reset RPCM to factory settings. After that, the password of the user
rocmadmin will be reset to the standard — rpcmpassword. If for some reason there is no user with such a name, it will be
created again with the standard password rocmpassword. (see section 4.1. RPCM Physical Interface.

3.1.2. How RPCM Get IP Addresses

Basic methods for assigning [P addresses:

Assignment by DHCP;

Auto-assignment of IP addresses by Zero Configuration (APIPA or IPv4LL);
Manual assignment of static IP.

The options are examined in order.

3.1.3. Assigning IP Address by DHCP
Assigning IP address by DHCP is used for RPCM by default.

If the DHCP server is missing or temporarily down, RPCM will receive an address from the range
169.254.xxx.xxx. For more details, see "3.1.4. Auto Assign IP Address through Zero Configuration
(APIPA)" in this User Manual.

19
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3.1.4. Auto Assignment of IP Addresses via Zero Configuration
(APIPA)

Zeroconf or Zero Configuration Networking is a technology that automatically creates an [P
network without manually configuration or DHCP servers.

This variant is often called Automatic Private IP Addressing (APIPA). This method is serves as a
replacement for DHCP service. The alternative is to manually configure IP addresses and subnet
mask.

[t is also referred to as — IPv4LL — IPv4 Link Local.

Note: When using this method of network address configuration, IP is automatically assigned from the range of
169.254.xxx.xxx, network mask (Netmask) 255.255.0.0 (other notation- CIDR standard- 169.254.0.0/16).

3.1.5. Manual Assignment of Static IP Addresses

This procedure is performed by system administrators and system engineers in the final
configuration of the equipment.

For more information, refer to section 4.6. RPCM Configuration Management, and also to the
chapter 6. Command Reference RPCM CLI

Note: It is also recommended to create rules in DHCP server settings to bind of network parameters to RPCM's specific MAC
address permanently. This method allows you to change the network settings without directly accessing this device.

20



3. Start Setting Up

3.2. System Requirements

3.2.1. Power and Ground Requirements

Power and Ground Requirements for RPCM DC ATS 76A:

voltage -42 - -58VDC;

grounding is required;

input circuit breakers should be easily accessible to disconnect in case of danger.
Power and Ground Requirements for RPCM DC 232A:

voltage -42 - -58VDC;

grounding is required;

input circuit breakers should be easily accessible to disconnect in case of danger.

Note. In order to protect outlets from short circuits, short circuit protection selectivity has to be ensured in the electrical
design. For RPCM DC ATS 76A, RPCM DC 232A — short circuit protection trips at ~87.5A current on the outlet. Short circuit
tripping time —around 100 microseconds. In order to isolate short circuit on individual outlets you should choose circuit
breakers on input that have tripping delay 2 ms or longer.

3.2.2. Computer Requirements for Administration

A physical cable with an RJ45 connector for connecting to an Ethernet-family LAN is needed.
In order to connect and manage via web interface, the following are required:

RAM — 2GB or more;

Minimum network bandwidth (LAN) - 1Mb/s;
A mouse or similar device;

An internet browser.

The RPCM web interface supports various browsers, including:

Chrome — from version 61.0.3163.100;
Safari — from version version 10.1.1;
Firefox — from version version 56.0;

Opera — from version version 48.0.2685.32.

To connect and manage via SSH in command line mode, the following are required:

RAM — 256MB;
Minimum network bandwidth (LAN) - 64Kb/s;

For UNIX-like systems (including Mac OS X), you can use the built-in terminal emulator. For
operating systems belonging to the Windows family, it is recommended to use the free program
PUTTY.

21



3. Start Setting Up

3.3. Modes of Operation
3.3.1. Scheme for RPCM DC ATS 76A

RPCM DC ATS is generally designed to be powered by two sources, including batteries.

The power is provided from the input with higher voltage. At equal voltage, the power comes
from both inputs. In fact, this is a logical OR circuit that supplies power from a source that has a
higher voltage.

Power Power
line 1 line 2
Battery
pack-2
Battery
pack-1 RPCM 0-9 outlets

i = IR
Input 1|  Input 2 0? 1T ZT 3‘ 4T 5A 6? 7A 8? gA

Resilient Power Control Module (RPCM)

Figure 3.3.1. Scheme for RPCM DC ATS 76A .

3.3.2. Scheme for RPCM DC 232A

Power
line

Battery
pack RPCM 0-9 outlets

b rAaadd

Resilient Power Control Module (RPCM)

Figure 3.3.2. Scheme with a single power supply unit — for RPCM DC 232A.

22



4. Description of the RPCM Device

4. Description of the RPCM Device

Brief description of this chapter:

4.1. Physical Interface — A description of the external control elements of the Resilient Power
Control Module (RPCM), electrical connections and devices on the outlets.

4.2. Web Interface of RPCM — A description of the management method based on the use of
application layer protocols: HTTP (HTTPS) via an internet browser.

4.3. RPCM SSH Interface — Information about using the command line interface via SSH
connection.

4.4. Input Operation —A description of how to configure inputs to power the device.

4.5. Outlet Operation — A description of how to configure outlets to power equipment
connected to RPCM.

4.6. RPCM Configuration Management — A description of the Resilient Power Control Module
general configuration.

4.7. Updating the RPCM Software — A description of updating the Resilient Power Control
Module software both through the Web interface and from the command line.

4.8. System Journal — A description of the event log and system messages of the Resilient
Power Control Module.

4.9. Network Utilities — Information about the Network Diagnostic Tools section and usage
features.

4.10 Documentation — Regarding getting documentation about this version RPCM.

4.11. Automation — Information about automation tool for control the selected devices.
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4. Description of the RPCM Device

4.1. Physical Interface

4.1.1. General Information about Appearance and Control Elements

Resilient Power Control Module (RPCM) is an electronic device in a 1U form factor case for
mounting on a standard 19" server rack.

Overall dimensions are height 44 x width 440mm x depth 365mm.
Special angled brackets are used to mount the device to a server rack.
There is an LED display in the center of the device on the front panel.

The left part of the display shows the device's system information about the device; the right part
— displays inputs and outlets statuses.

On the left part of the front panel there are two buttons for controlling the operation of the
device.

On the right part of the front panel there is a control network RJ-45 port for connecting an
Ethernet network cable.

The LED panel is covered with a transparent non-flammable material to protect it from being
damaged.

Figure 4.1.1. Front panel with indicators and controls RPCM DC ATS 76A.
Legend:

1 — top control button;

2 — bottom control button;

3 — LED display.

4 — input indicator 1;

5 — input indicator 2;

6 — outlet indicators 0-9;

7 — Ethernet control port.
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4. Description of the RPCM Device

Figure 4.1.2. Rear side of RPCM DC ATS 76A.
Legend:

1 — outlets;

2 — outlet indicators;

3 — input terminals;

4 — input indicators;

5 — grounding screw;

6 — serial sticker.
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Figure 4.1.3. Front panel with indicators and controls RPCM DC 232A.
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4. Description of the RPCM Device

Legend:

1 — top control button;

2 — bottom control button;
3 — display;

4 — input indicator;

5 — outlet indicators 0-9;

6 — Ethernet control port.

Figure 4.1.4. Rear side of RPCM DC 232A.
Legend:

1 — outlets;

2 — outlet indicators;

3 — input;

4 — input indicator;

5 — grounding screw;

6 — serial sticker.
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4. Description of the RPCM Device

4.1.2. Displaying information on the display
The left part of the indicator is used to display the status of the device:

By default, it displays the value of the input voltage in volts;

When the button is pressed, it can switch to display modes for current capacity, power, I[P
address, MAC address, serial number and serial name;

Also it is used to display special code sequences during service.

Below is the name and sequence of the value demonstration by pressing the controls (the top or
bottom buttons on the case).

Table 4.1.1. Display messages.

Name of the value Unit of measurement Sample message

Voltage Volt, V 048

Current input Amps, A 14

Power Kilowatts, KW 3.2

[P address dotted digits 192.168.1.1

MAC address hexadecimal digits separated |68: 05: CA: 42: EC: 22
by a colon

Serial name English characters KrepkiyLob

Serial number English characters and RU2017101100000002M001
numbers DNO1

User message English characters and Any, for example "#01"
numbers

Switching between messages occurs by pressing the upper or lower buttons.

The bottom button switches the messages on the screen in order from top to bottom according to
Table 4.1.1.

The top button toggles the values in reverse order.
At system starts, the information display sequence is follows:
Initially, the message "RPCM has started" appears in the module display for 5 seconds;

5 seconds after startup, default message is displayed and has the appearance of a running line
going left-to-right;

The following data is displayed when the button is pressed.
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4. Description of the RPCM Device

Then, when the button is pressed, the following are alternately displayed:

current;
power;

[P address;
MAC address;
serial number;
serial name;

user message.

To view in the reverse order, you need to press the top button. The values will be displayed in
reverse order except for the message "RPCM has started".

It is possible to reset the system to factory settings. To reset to factory settings, you must
press the top button on the device and hold for 20 seconds.

The rpcmadmin user password will be reseted to the default password. If a user with this name is
missing for some reason, it will be created again with the default rocmpassword password.

ATTENTION! Do not attempt to use non-standard sequences to control the module unless
necessary! Incorrect or untimely use of controls can lead to failure and emergency situations.
Please, contact RCNTEC support, if you have any non-standard scenarios.

The left side of the display panel is used to represent the status of the input and outlet channels:

inlet indicators 1 and 2 for models RPCM DC ATS 76A or single inlet indicator for models RPCM
DC 232A;

indicators for the ten outlets 0 — 9.

Description of input color signals:

green — input is active, voltage within specified ranges;

blue — input is reserve (for models RPCM with ATS), voltage within specified ranges;
red — there is no voltage on this input;

gray — input is administratively disabled;

yellow — the voltage of the input is outside the specified limits;

blinking from green / blue / red to yellow — no grounding.

28



4. Description of the RPCM Device

Description of color output signals:
green — output is on and in working condition, load is connected;
blue — output is administratively and in fact turned on, but the load is not connected;

red — the output was disconnected due to input overload, overcurrent, short circuit at the
output, overvoltage at the output (accompanied by appropriate messages);

yellow — output is on, but has an overload condition (accompanied by corresponding messages);
gray — output is administratively disabled;
magenta — the output is faulty (administratively on, but has no voltage on it).

blinking from grey / red to magenta — the output is faulty (administratively off or off due to short
circuit/overcurrent/input overload/overvoltage but has voltage on it);

These symbols can be displayed on RPCM physical screen:

Standard ascii 5x7 font:

Space

Numbers ©-9

English letters A-Z, a-z

I " #$%&" () *+,-.//:3<=>2@[\N1~_"{1]713 > <-|

Figure 4.1.5. Appearance of the model RPCM DC ATS 76A with an active display. Front panel shown
on top, rear panel shown at the bottom.
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4. Description of the RPCM Device

Figure 4.1.6. Appearance of the model RPCM DC 232A with an active display.

4.1.3. Front panel device control

4.1.3.1. Basic Principles
An indicator is used to obtain information about the status of devices.

When controlling RPCM through a physical interface (upper and lower buttons), the following
actions are used:

quick press — pressing and releasing the button for 0.5 - 1 seconds, waiting for the result after
releasing;

press and hold — press and hold the button for more than 5 seconds to get the effect.

There are two interface modes:

View mode;
Control Mode.

RPCM start in View Mode.
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4. Description of the RPCM Device

4.1.3.2. View Mode
In this mode, the original information is displayed.

Alerts in view mode (View Mode) are displayed in green, except for the message specified by the
user - it is displayed in red.

The list of messages View Mode is presented in table 4.1.1.
Switching between messages in the view mode occurs by pressing the top or bottom buttons.

The bottom button switches the messages on the screen in order from top to bottom according to
Table 4.1.1.

The top button toggles the values in reverse order.

In order to avoid accidental skipping of the desired item, the upper or lower button must be
pressed, released, wait for the result for 5 seconds.

Switching occurs in a circle (cyclically). For example, with successive presses of 5 seconds for the
bottom button, "Voltage", then "Current on input"”, then "Power", "IP address", "MAC address",

"Serial name", "Serial number", "User message", then again "Voltage", "Current at input" and so on.
In View Mode, special functions are also available:

reset to factory settings;

reboot control module — High Level Controller (HLC), which is running Software.

Pressing the top button for a long time for about 20 seconds resets the RPCM to the factory
default settings. After that, the password of the user rpcmadmin will be reset to the standard —
rpcmpassword. If for some reason there is no user with such a name, it will be created again with
the standard password rpcmpassword.

4.1.3.3. Description of the Control Mode
This mode is intended for operational control.

All messages in the Control Mode (Control Mode) are displayed yellow.

The entrance to the Control Mode is made by pressing while holding the bottom key. Immediately
after logging in, an inscription in the form of a running line will appear on the indicator panel:
"Control Mode! Be Careful!"

Next, you are prompted to return to the "Return To View Mode" view.

A step-by-step transition between the available functions occurs by a single press of the bottom
button. A single press of the top button performs a step-by-step transition in the reverse order.

Pressing and holding the lower button causes a state change for the proposed function. For
example, pressing and holding the bottom button while the function is active Outlet 1 Switch OFF
performs administrative shutdown of the 1st pin. Accordingly, after its activation, the function of
administrative activation — Outlet 1 Switch ON becomes available.
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4. Description of the RPCM Device

The list of available functions and corresponding informational messages is presented in Table
4.1.2.

ATTENTION! Do not press the control buttons of the module control unnecessarily! Erroneous or
untimely use of controls can lead to unpredictable actions, such as disabling the client device and
creating an emergency. Please, in case of unusual situations, contact RCNTEC support service.
4.1.3.4. Objects and Functions of Control Mode

When working in Control Mode, the concepts of "object" and "function" are distinguished.

An object is something that needs to be performed. This can be a separate output, input, ATS for
switching outputs in the models RPCM DC ATS 76A also RPCM as a device.

Individual objects: inputs and outputs are displayed on the panel with the corresponding digit.
When you select this object for manipulation, its indicator starts flashing.

Step-by-step transition between objects is performed using a single press of the bottom or top
button.

The available manipulations with these levels are displayed immediately upon entering the
Control Mode after a suggestion to return to the view mode - Return To View Mode.

Operations with inputs and outputs are available after a step by step transition to the next level.

4.1.3.5. Control Mode Actions: "hot" and regular operations

All operations Control Mode for the physical interface can be divided as: "hot"” and "regular”. The
need for "hot" operations arises due to non-standard situations, such as the occurrence of a short
circuit or an active sound signal. After elimination of the causes of such occurens, for example,
turning off the sound signal (beeper), "hot" operations and their prompts are disappeared.

Regular operations are always available for this object. For example, any output can be
administratively turned off regardless of its state (normal operation, short circuit, and so on).

There are available combinations of operations. For example, when overloading RPCM on input
according to default survival priorities, the 9th outlet automatically disconnected. In such
situations, the output indicator (in this case, it is the number "9" on the display) will be displayed
in red. After selecting the object, the message suggests to turn off the output administratively

4.1.3.6. General RPCM Control Order in Control Mode Operations

All switching between functions and objects is performed by single pressing the bottom or top
button. The bottom button is used to move forward (down the list), the top button in the
opposite direction.

When you enter in the Control mode, "Control Mode! Be Careful!" message is displayed.

Further, the message "Return To View Mode" suggests returning the view mode in case switching
to Control mode happened by mistake.
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4. Description of the RPCM Device

Additionally, for ease of use, a short press of two buttons together is used to go to the first menu
item — Return To View Mode.

After that, if necessary, demonstrate the "hot" operations for RPCM. If there are no reasons for
“hot” operations, it proceeds to inlet operations.

When moving to the next level, operations with outlets are performed.

Next the selected current output is indicated by the flashing indicator (its number) on the
display.

First, a transition is performed to the available "hot" operations in the order for select outlet,
then to regular operations of administrative disconnection and activation of outlet.

Table 4.1.2. List of available operations in Control Mode.

Function / Message |Object Mode Description

Control Mode! Be Message alerting that

Careful! Control Mode has been
entered

Return to View Mode

Return To View Mode Regular Menu item to return to
View Mode

Hot operations for

RPCM
Beeper Switch OFF "Hot" Turn off the beeper
Reset All Short Circuits "Hot" Reset outlets that have

been turned off due to
short circuits. Make
sure to remove SHORT

CIRCUIT conditions
first!

Regular operations

with the current Inlet

Inlet N Switch OFF N —inlet 1 or 2 Regular Disable input number
N (only for models
with ATS)

Inlet N Switch ON N —inlet 1 or 2 Regular Enabling input with
the number N (only for
models with ATS)
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4. Description of the RPCM Device

Function / Message |Object Mode Description

"Hot" operations

with the current

output

Outlet N OC Switch OFF | N — Outlet 0-9 "Hot" Switch off the outlet,
when it was turned off
due to overload

Outlet N 10C Switch N — Outlet 0-9 "Hot" Switch off the outlet,

OFF when it was turned off
due to overload on
Inlet

Outlet N OV Switch OFF | N — Outlet 0-9 "Hot" Switch off the outlet,
when it was turned off
due to overvoltage

Outlet N SC Switch OFF | N — Outlet 0-9 "Hot" Switch off the outlet,
when it was turned off
due to short circuit

Outlet N MF Switch N — Outlet 0-9 "Hot" Switch off the outlet,

OFF when it was turned off
due to on malfunction

Regular operations

with the current

output

Outlet N Switch ON N — Outlet 0-9 Regular Switch ON outlet

Outlet N Switch OFF N — Outlet 0-9 Regular Switch OFF outlet
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4. Description of the RPCM Device

4.2. Web Interface of RPCM

4.2.1. General Information

This type of management is based on use of application-level protocols: HTTP (HTTPS). The
connection is made via any Internet browser on the standard 80 (443) port.

For access to the web-interface RPCM's enter the IP address or domain name in the address bar.
For example: http://192.168.1.2 (https://192.168.1.2).

Authentication is based on the user name and password. The default username is: rpcmadmin,
the default password is: rocmpassword

RPCM's web interface supports various models and versions of browsers, such as:

Chrome — from version 61.0.3163.100 (official build);

Safari — from version 10.1.1;

Firefox — from version 56.0;

Opera — from version of 48.0.2685.32.

After entering the specified web page, the authentication window will open, where you must

enter the username and password, and you can select a different interface language.

Next, the system automatically switch to the main window of the RPCM web interface —
Dashboard, which provides general information, as well as tools for managing the system.

1 10
T
\ £ ENGLISH ~
2 AbugaGaga [SSH]
— 10.210.1.185
@& RPCM
RCNTEC -
AntiGeroy [SSH]
10.210.1.24
4
@ BegunMarafonets [SSH]
10.210.1.225
@ BelayaAkula [SSH]
10.210.1.209
BelayaAkvarel [SSH]
10.210.1.211

ssh://10.210.1.191
BelyiLebed [SSH]
5 6 10.210.1.137

7 BelyiVolos [SSH]

o T~ 10210198
8
_\BolshoyBrat [SSH]

9 BronzovyiVek [SSH]
10.210.1.156

Figure 4.2.1. Login window.
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4. Description of the RPCM Device

Legend:

1 — menu for selecting the language of the web interface;

2 — field for entering the user name;

3 — field for entering password;

4 — LOGIN button to confirm entered details and log in to the of RPCM's web interface;
5 — link for SSH connection in terminal, using default SSH-client;

6 — "show-collapse” button "Nearest devices" panel to search for neighboring RPCM;

7 — “Nearby Device List" panel to search for nearby RPCM;

8 — serial name and IP address of one of the neighboring RPCM;

9 — llink to open SSH connection to neighbor RPCM in terminal using default SSH client;

10 — the button to refresh restarting the "Nearest devices" list.

Note. "Nearby Device List" — a list of RPCMs that are located in the same network segment and are currently available.

4.2.2. Description of the Control Panel — Dashboard

Two modes are available in Dashboard:

View Mode — to visually inform about the status of the system;

Control Mode — for performing various operations, including turning off of inputs and outlets.
View Mode is shown by default.

In this mode, a miniature graph displaying main parameters is located near each input or outlet.
This presentation of the data allows you to quickly obtain detailed information about both input
and output power flowing through the RPCM (see Figure 4.2.2).

Graphs for the two inputs are placed horizontally. Graphs for the ten outlets from 0 to 9 are

arranged in a single row and timelines are arranged vertically to fit all 10 outlet into screen
width.

Use the Unlock Control button on the Top Control Bar to switch between View Mode and Control
Mode.
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_p=F | B I

0
19:58:00 19:58:30 19:58:00 19:58:30
POWER: 3 W POWER: 0 W

SHoENENENERE=IE

output 0 output_1 output 2 output 3 output 4 output § output 6 output 7 output 8 output 9

CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 71 mA

0 0 20 40 [ 0 0 50
) 1 | Nl | L | | | ) | 1 | ) L I

|

1 r 1 1 1 1 1 T 1 1
0 0 2 4 ® 0 0 0 0 0 0 0 0 5

19:58:00
19:58:00
19:58:00
19:58:00
19:58:00
19:58:00
19:58:00
19:58:00
19:58:00
19:58:00

POWER: 0 W POWER: 0 W POWER: 0 W POWER: 0 W POWER: 0 W POWER: 0 W POWER: 0 W POWER: 0 W POWER: 0 W POWER: 3W

Figure 4.2.2. Dashboard in View Mode for RPCM DC ATS 76A.

4.2.3. Description of RPCM's Color Signal System

To quickly obtain information, a color coding of inlets and outlets status is used. Below is a brief
description of the color options.

Description of input color signals:

green — input is active, voltage within specified ranges;

blue — input is reserve (for models RPCM with ATS), voltage within specified ranges;
red — there is no voltage on this input;

gray — input is administratively disabled;

yellow — the voltage of the input is outside the specified limits;

blinking from green / blue / red to yellow — no grounding.

Description of color output signals:

green — output is on and in working condition, load is connected;
blue — output is administratively and in fact turned on, but the load is not connected;

red — the output was disconnected due to input overload, overcurrent, short circuit at the
output, overvoltage at the output (accompanied by appropriate messages);

yellow — output is on, but has an overload condition (accompanied by corresponding messages);
gray — output is administratively disabled;
magenta — the output is faulty (administratively on, but has no voltage on it).

blinking from grey / red to magenta — the output is faulty (administratively off or off due to short
circuit/overcurrent/input overload/overvoltage but has voltage on it);

Note. This color coding is used for the physical interface, web interface and command line interface.
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2 BliE
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Figure 4.2.3. An example of the color coding on the Dashboard of RPCM's web interface

4.2.4. Top Control Bar

This panel is intended for displaying general information and switching between modes of
operation.

Figure 4.2.4. Control elements on the Top Control Bar.

Legend:

1 — menu button;

2 — RCNTEC logo (click to visit the RCNTEC website — rcntec.com);
3 — RPCM name (click to visit the RPCM product site — rpcm.pro);
4 — light identification button depicted as a lightbulb image;

5 — sound identification button depicted as a radio-image;

6 — Unlock Control button depicted as a lock;

7 — button to activate showing of Limits on graphs;

8 — Virtual Front Panel, a click on this object switch to Dashboard;
9 — grounding icon;

10 — group of service values: internal temperature in degrees Celsius, time and date.
The display unit in turn shows:

Voltage value at the active input
Status of inputs 1 and 2.

Status of the outlets from 0 to 9.
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4.2.5. Information about the Status of Inputs in View Mode

8 9 10
1mA

10

5

0

POWER: 3 W

For active input in View Mode, the following information is displayed:
input voltage in volts;
total current consumption in milliamperes;

total power consumption in watts.

1 2 3 4 5 6 7
/ /77 / CURRENT:
150
100
50
0

19:58:00 19:58:30

1

Figure 4.2.5. Block of information about input status in View Mode.
Legend:

1 — number of the inlet;

2 — inlet voltage scale;

3 — instant inlet voltage value;

4 — curve of the current (milliamps) graph;
5 — instant inlet voltage value;

6 — curve of the voltage graph;

7 — curve of active power (watts) graph;

8 — time scale for all graphs;

9 — instant inlet current value (milliamps);
10 — input active power scale;

11 — instant inlet active power consumption value (watts).
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4.2.6. Information on the Status of Outlets in View Mode

1
2
3
4
Output-1
5
overcurrent
6
CURRENT: 2.292A
7

0 200 400

10
0 50 100 /

I
POWER: 110 W

22:17:00

Figure 4.2.6. Block of information about the outlets status in the View Mode.

Legend:
1 — outlet number;
2 — outlet name;

3 — status message;

4 — instant current value;
5 — current consumption scale;

6 — time scale for all graphs;

7 — graph of current;

8 — graph of power consumption;
9 — power consumption scale;

10 — instant power consumption.

Also, the color scheme shows the status of the outlets according to RPCM's color signal system.
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4.2.7. Control Mode

To activate Control Mode, you need to press the Unlock Control button on the Top Control Bar.

After this, the graphs near each object (input or outlet) are simultaneously replaced by controls.

Caution! Be careful when operating in Control Mode. Do not leave the console unattended with
the Control Mode turned on.

E)

VOLTAGE: 48.507 V/

Q IDENTIFY

[

B

CURRENT: 90 mA

POWER: 4W

E

VOLTAGE: 48.448 V

Q IDENTIFY

=

5

E)

output_0
CURRENT: 0 mA
Q IDENTIFY

POWER: 0 W

output_1

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

output 3

CURRENT: 0 mA

Q IDENTIFY

output_4

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

POWER: 0O W

output_5

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

output 6

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

CURRENT: 0 mA

Q IDENTIFY

POWER: O W

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

41°C
20:10:41

29/05/2019

CURRENT: 0 mA

POWER: 0 W

output 9
CURRENT: 90 mA
Q IDENTIFY

POWER: 4W

Figure 4.2.7. Dashboard in Control Mode for RPCM DC ATS 76A.

41



4. Description of the RPCM Device

4.2.8. Management of inputs in Control Mode
For the inputs in Control Mode, the following controls are available:

TURN ON — turns on input (if it is turned off);
TURN OFF — turns off input (only for RPCM with ATS);
IDENTIFY — makes input indicator blink to help locate it quickly in the rack.

1 2 3 4 5
/ / / CURRENT: 90 m
(1) TURN ON

Q IDENTIFY

POWER: 4 W

Figure 4.2.8. Controlling the status of inputs in Control Mode for RPCM DC ATS 76A.

Legend:

1 — input number;

2 — instant input voltage value;

3 — TURN ON button — turns on the input;

4 — TURN OFF button — turns off the input;

5 — IDENTIFY button — activates input indicator blinking to help locate it quickly in the rack;
6 — instant input current value (milliamps);

7 — instant input active power consumption value (watts) .
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4.2.9. Management of Outlets in Control Mode
For outlets, the following controls can be used:

TURN ON — turns on outlet (if it is turned off);

TURN OFF — turns on outlet(if it is turned on);

IDENTIFY — makes outlet indicator blink to help locate it quickly in the rack.
1
2
3

/
Output-1
5
overcurrent
6
CURRENT: 2.292A

7

8

9
Q IDENTIFY /
POWER: 106 W

Figure 4.2.9. Controlling the status of the outlets in Control Mode.
Legend:

1 — outlet number;

2 — outlet name;

3 — status message;

4 — instant outlet current consumption value (milliamps);

5 — TURN ON button— turns on the outlet;

6 — TURN OFF button — turns off the outlet;

7 — RESET button - turn the outlet off for 3 seconds and then turns it on;

8 — IDENTIFY button — makes outlet indicator blink to help locate it quickly on the rack;
9 — instant outlet active power consumption (watts).
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4.2.10. Management of All Outlets in Control mode

If required, you can turn all outlets on, or turn all outlets off, or reset all outlets with buttons:
“TURN ALL OUTPUTS ON”, “TURN ALL OUTPUTS OFF” and “RESET ALL OUTPUTS” respectively

Figure 4.2.10. Control elements for all outlets in Control mode.

Attention! Be careful when using these functions. For example, some outlets can be turned off
because have issues such as a short circuit or current overload. Be sure to correct issues before
resetting outlets with “RESET ALL OUTPUTS” button.

4.2.11. Menu for Navigating to Other Sections of The Web Interface

To access other sections of the web interface to manage specific parameters click on the menu
button on the left side of the Top Control Bar (see section 4.2.4. Top Control Bar).

2 rpemadmin 2]

Dashboard

| AntiGeroy [SsH]
nputs 10.210.1.24
Outputs
P AvtonomnayaPila [SSH]
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System Journal
y: BelyiVolos [SSH]
10.210.1.94
Software Update
. BystrayaMolniya [SSH]
Automation 10.210.1.26
Documentation
ChistyiKislorod [SSH]
10.210.1.104
About This RPCM
ChistyiList [SSH]
For Dear Customer 10.210.1.132
Current version
ChungaChanga [SSH]

Date: 2019-06-20 09:04
Firmware e: 0.9.750
Software: 0.7.103

10.210.1.233

ChyornyiAlbinos [SSH]
10.210.1.124

Done

Figure 4.2.11. Menu for jumping between sections of the RPCM's web interface.

4.2.12 Warning for Unsecured Connections

When you try to access RPCM via unsecured HTTP protocol, RPCM will show a warning bar
suggesting to switch to an encrypted HTTPS connection.

Warning! You are using non-encrypted connection! If you proceed, your login and X

password will be visible on the network.
To switch to secure connection click https://10.210.1.191/sign_in

Figure 4.2.12. A warning about an insecure connection.
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4. Description of the RPCM Device

4.2.13. Web Interface differences for Models RPCM DC 232A

There are some differences in appearance of the web interface for non-ATS models (for example
RPCM DC 232A). For example, as long non-ATS models do not have a redundant inlet, the
Dashboard shows details of only one Inlet.

Control Mode also has differences. These models have only IDENTIFY button for input

management.

Xy e
18:22:50

08/09/2019

CURRENT: 0 mA

I

7 N 7 N\ 7 N\ 7 N\ 7\ 7 N\ 7 \ 7 N\ 7 N 7 N\
CHONEHENENENCHENENE

CURRENT: 0 mA

CURRENT: 0 mA

CURRENT: 0 mA

[

CURRENT: 0 mA

0

CURRENT: 0 mA

CURRENT: 0 mA

CURRENT: 0 mA

CURRENT: 0 mA

[

CURRENT: 0 mA

CURRENT: 0 mA

18:22:30

18:22:30

18:22:30

18:22:30

18:22:30

18:22:30

18:22:30

18:22:30

18:22:30

18:22:30

0
POWER: 0 W

0
POWER: 0 W

0
POWER: OW

0
POWER: 0 W

POWER: 0 W

0
POWER: 0 W

0
POWER: 0 W

0
POWER: 0W

0
POWER: 0 W

POWER: 0 W

Figure 4.2.13. Dashboard in View Mode RPCM DC 232A.

31°C
18:27:19

08/09/2019

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

CHORSNENCHENCHENENHE

CURRENT: 0 mA

Q DENTIFY

POWER: 0 W

‘CURRENT; 0 mA

Q IDENTIFY

POWER: 0 W

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

CURRENT: 0 mA

Q ipENTIFY

POWER: 0 W

CURRENT: 0 mA

Q DENTIFY

POWER: 0W

CURRENT: 0 mA

Q IpEnTIFY

POWER: 0 W

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

CURRENT: 0 mA

Q  DENTIFY

POWER: 0 W

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

CURRENT: 0 mA

Q IDENTIFY

POWER: 0 W

Figure 4.2.14. Dashboard in Control Mode RPCM DC 232A.
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4. Description of the RPCM Device

4.2.14. Showing Current Limits on graphs

By default current/voltage values scales in web-interface’s graphs are getting automatically
adjusted to the maximum values appeared during the time interval shown on the graph.

Sometimes to evaluate actual usage of current flowing through the RPCM as well as voltage on
different channels you might want to see current consumption of several outlets as well as
voltage of both inlets in the same scale based on maximum set limits.

To achieve this use “Show Limits” button on the Top Control Bar and turn on limit switches for
inlets and outlets of interest.

O

CURRENT: 0 mA CURRENT: 0 mA

max (65535000), mA | E | max (65535000), mA

POWER: 0W POWER: 0 W

EHOIEEIETENETEIENE

output_0 output_1 output_2 output_3 output_4 output_5 output_§ output 7 output_8 output 9

CURRENT: 0 mA CURRENT: 0 mA CURRENT. 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT. 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA CURRENT: 0 mA
turn off tum off turn off tumn off tum off turn off turn off turn off turn off turn off
(30000), mA (30000), mA (30000), mA (30000), mA (30000), mA (30000), mA (30000), mA (30000), mA (30000), mA (30000), mA
POWER: 0OW POWER: 0 W POWER: 0 W POWER: 0OW POWER: 0 W POWER: 0 W POWER: 0W POWER: 0 W POWER: 0 W POWER: OW

Figure 4.2.15. The Dashboard control panel in the Show Limits mode RPCM DC with ATS.

After switching on the required switches click “Show Limits” button again to have graphs
displayed with the scales set according to the required configuration.
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4. Description of the RPCM Device

7 8

1 2 3 4 5 6
/ / / / CURRENT: 0 mA

max {65535000), mA

POWER: 0 W

Figure 4.2.16. Show Limits settings RPCM DC with ATS for input 2.
Legend:

1 — inlet number;

2 — voltage limit switch;

3 — instant input voltage;

4 — input voltage limit values;

5 — current limit switch;

6 — current voltage limit values;
7 — instant input current;

8 — instant input power consumption.
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4. Description of the RPCM Device

N

output_2
5
CURRENT: 764 mA
6
7
8
turn off
(10000), mA
POWER: 36 W

Figure 4.2.17. Settings for demonstrating the established limits RPCM DC ATS 76A.
Conventions in Figure 4.2.17.

1 — number of the outlet;

2 — name of the outlet;

3 — instant current consumption value (milliamps);
4 — current alarm limit value;

5 — current alarm limit switch;

6 — current turn off limit value;

7 — current turn off limit switch;

8 — instant active power consumption value (watts).

After setting the limit demonstration, you can observe threshold values in the form of colored
bars.
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4. Description of the RPCM Device

VOLTAGE: 47638V

CURRENT: 0 mA

80,000,000
0,000,000
~40,000.000
20,000,000

od Lo

23:08:30

23:09:00

=

VOLTAGE: 0.746 V

o

cul

230830

23:09:00

34 °C
23:09:11
23/06/2019

RRENT. 0 mA

I

POWER: 0 W POWER: OW
output_0 output_1 output_2 output_3 output_4 output_§ output_& output_7 output_8 output_9
CURRENT: 0 mA CURRENT. 0 mA CURRENT: 0 mA CURRENT. 0 mA GURRENT: 0 mA CURRENT: 0 mA CGURRENT: 0 mA CURRENT: 0 mA CGURRENT: 0 mA CURRENT: 0 mA
20000
1
8 8 8 8 8 8 g 8 g g
g g g g - 2 & g g 8
8 & & & & & & 8 & &
POWER: 0 W/ POWER: 0 W POWER: 0W POWER: 0 W POWER: 0W POWER: 0 W POWER: 0W POWER: 0 W POWER: 0W POWER: 0W.

Figure 4.2.18. The Dashboard control panel in the "Show Limits mode”.
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4. Description of the RPCM Device

4.3. RPCM SSH Interface

4.3.1. General Information

Secure Shell (SSH) — Industry standard protocol for encrypted access to remote terminals. SSH
uses tcp port 22 by default.

RPCM uses SSH to provide access to its CLI interface (command line interface) for text based
remote control.

There are a lot of SSH clients for most operating systems. You can use the built-in programs for
terminal emulation in UNIX-like systems (including MacOS X). If you use Microsoft Windows
platforms, it is recommended to use the free PUTTY software.

Note: The RPCM command-line interface is called "RPCM CLI".

4.3.2. SSH Connection

To connect using the SSH protocol, you need to use the following command or its equivalent:

ssh <ip_address>

Note: If you are using other systems and software, such as PUTTY, consult the relevant
documentation.

In the RPCM system, SSH access uses authentication based on username and password.
The default username is rocmadmin The default password is rocmpassword

Example:

ssh rpcmadmin@192.168.1.xxX

Once the connection is established, the password is requested:

rpcmadmin@192.168.1.xxx"'s password:

After successful authentication, the system displays the current RPCM status information.
From the example (see Figure 4.3.1.) above the following information is available:
serial name "DobriyVolk" (All RPCM devices have unique serial names for easy identification);
internal temperature of the device is 28 degrees Celsius;

continuous working time (uptime) is 33 days 59 minutes and 49 seconds;

grounding condition is in order (GOOD).

Also there is information about the firmware version, release date and so on.
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4. Description of the RPCM Device

RPCMC1li version 0.7.78 is starting

user rpcmadmin successfully authenticated from 192.168.xx.yy, access level
superuser

Auto-logout time is set to 3600 seconds

[Serial Name]: DobriyVolk [Temperature]: 28C
[Serial Number]: RU2017101100000002M001DNO2 [Ground]: GOOD
[Firmware Version]: 0.9.743 [Firmware Release Date]: 20190515093438
[Software Version]: 0.7.78 [Software Release Date]: 20190518105432
[Model/Hardware Version]: 4076/RPCM DC ATS 76A [Uptime]: 7087d+20:00:49

2.338A
0.000A

OFF <admin:
[Output E ON <admin: (OVERLOAD)
[Output 2]: ON <admin:
[Output 3]: ON <admin:
[Output 4]: ON <admin:
[Output 5]: ON <admin:
[Output 6]: ON <admin:
ON <admin:
ON <admin:
[Output 9]: OFF <admin:

Type 'help' to get suggestions
DobriyVolk [192.168.xx.zz] 0 rpcmadmin >

Figure 4.3.1. Express information output.
Input information:

voltage for 1 and 2 inputs;

primary and active is input 1; input 2 in the redundant secondary input;
total current consumption (on active input 1);

total power (on active input 1).

Outlet information:

Output 0 — Outlet 0 is in a short-circuit condition;

Output 1 — Outlet 1 is in the state of overload (according to the set parameters);
Output 2 — Outlet 2 is in operating mode under load;

Output 3 — Outlet 3 is in operating mode under load;

Output 4 — Outlet 4 is in operating mode under load;

Output 5 — Outlet 5 is in operating mode under load;

Output 6 — Outlet 6 is in operating mode under load;

Output 7 — Outlet 7 is in operating mode without load;

Output 8 — Outlet 8 is in operating mode without load;

Output 9 —Outlet 9 is administratively turned off.

51



4. Description of the RPCM Device

4.3.3. Description of the Color Coding System for RPCM CLI

To obtain information quickly, a color indication of the status of inputs and outlets is used. (See
Figure 4.3.1.) Below is a brief description of the color signals (designations).

Description of input color signals:

green — input is on;

red — lights when there is no voltage;

yellow — input voltage is outside the specified limits;

grey — when the input is administratively turned off;

if the ground is bad, the [Ground] field flashes BAD in yellow color.

Description of the outlet color signals:

green — outlet is switched on and is in working order, and the energy is consumed;
blue — outlet switched on, but the energy is not consumed;

red — outlet was switched off due to short circuit, overcurrent on output, overcurrent on input
or overvoltage;

yellow — outlet is turned on, but has an alarm overcurrent condition;
grey — outlet is administratively turned off;
magenta — outlet is malfunctioning (administratively on, but no voltage provided to output).

Note. A similar scheme is used for the physical interface, for the web interface and for the command line interface.

4.3.4. Fundamentals of the RPCM CLI Interface and Getting Help
The basis of the command line interface is command.
The command can be supplemented with subcommands (one or more).

At the end of the command line, specify the parameter, which specifies the scope or object of the
application.

| Command }

Parameter level 0

Subcommand level 1 Parameter level 1

X

Subcommand level 2 Parameter level 2

\K

Subcommand level 3 Parameter level 3

o

\/

Figure 4.3.2. General scheme of the command line interface.
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4. Description of the RPCM Device

The built-in help is invoked by the help command.

After entering the help command, the system displays the available commands:

RPCM Commands description:

exit - exit from command line interface

help - show this help

add-add configuration for rpcm subsystems: snmp, etc.

delete - delete configuration elements for rpcm subsystems: snmp, etc.
restart - restart outputs, internal-controller and interface-controller
set - set outputs on / off, input parameters, beeper, etc.

show - show inputs, outputs, snmp, etc. information

version - show system software version and system time

quit command line interface

Type 'help' to get suggestions

To get information on each individual command, you must enter the command name and the
service word help or the question mark ?

For example, to get information about the available functions of the set command, enter:
set help or set?

The returned description of resulting from the set command:

RPCM Commands description:

set all outputs - set all outputs state
off turn them off
on turn them on

set buzzer - set buzzer state
alternate set it to alternate
off turn it off
on turn it on

set output 0-9 - set output 0-9 state
off turn it off
on turn it on
overcurrent tune overcurrent limits
recognition make it blink

set time - set new time
value value
zone zone

set help - show this help

We get obtain about using the set command with the output subcommand:

set output?
Help displays:
RPCM Commands description:

set output 0-9 off - turn off output number 0-9

set output 0-9 on-turn on output number ©-9

set output ©0-9 recognition - set output ©-9 recognition state
off to off
on to on

set output ©-9 overcurrent - tune overcurrent limits
alarm for alarming
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4. Description of the RPCM Device

turn off for turning off
set output 0-9 help - show this help

The general scheme of work with the help is indicated in Figure 4.3.3.

d)

Subcom manj)K
Command\ Parameter : @

Figure 4.3.3. General scheme of obtaining information

4.3.5. Methods of Working with RPCM CLI

View command history — use the up arrow key to view previous commands; use the down arrow
key to go back to the view.

Completion of partially entered commands — to autocomplete partially entered commands,
press the "Tab" key, for example, set o pressing the "Tab" key results in set output command.

Using abbreviations for commands — for example, the abbreviation of sh e is expanded into
full sh everything command by pressing the "Enter” key.

4.3.6. Interface Features for RPCM without ATS

RPCM without ATS have only one input, for example RPCM DC 232A.
RPCM without ATS does not have the ability to disable / enable a single input.

In other aspects of its management via SSH CLI it is similar to working with RPCM DC ATS 76A.
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4. Description of the RPCM Device

RPCMCli version 0.7.75 is starting

user rpcmadmin successfully authenticated from 192.168.xx.yy, access level
superuser

Auto-logout time is set to 3600 seconds

[Serial Name]: ZloyZayats [Temperature]: 28C
[Serial Number]: RU2017101100000002M001DNO2 [Ground]: GOOD
[Firmware Version]: 0.9.743 [Firmware Release Date]: 20190515093438
[Software Version]: 0.7.75 [Software Release Date]: 20190516112014
[Model/Hardware Version]: 4076/RPCM DC ATS 76A [Uptime]: 6d+05:07:59

[Output : <admin:
[Output 2]: <admin:
[Output 3]: <admin:
[Output 4]: <admin:
[Output 5]: <admin:
[Output 6]: <admin:

<admin:

<admin:
[Output 9]: OFF <admin:

Type 'help' to get suggestions
ZloyZayats [192.168.xx.zz] 0 rpcmadmin >

Figure 4.3.4. Summary information for RPCM DC 232A.
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4.4. Input Operation

4.4.1. Short Description

This chapter describes how to configure inputs.

You can switch into this section using the menu entry Inputs or by typing

http://<name_or_IP_RPCM>/inputs in the browser address line (provided that authentication

was previously successful).

2 rpemadmin 3
Dashboard

Inputs

Outputs
Configuration
Network Utilities
System Journal
Software Update
Automation
Documentation
About This RPCM

For Dear Customer

Current version

Date: 2019-05-28 21:54
Firmware: 0.9.748
Software: 0.7.102

Figure 4.4.1. "Inputs” section is selected in menu.

4.4.2. General Description of the Inputs Section

At the top, we see — Top Control Bar. Also there are two information areas for inputs 1 and 2

below.

AntiGeroy
10.210.1.24

AntichnyiMir
10.210.1.176

AvtonomnayaPila
10.210.1.252

AzbukaUdachi
10.210.1.144

BegunMarafonets
10.210.1.99

BelyiVolos
10.210.1.94

BuynyiVizg
10.210.1.237

BystrayaMolniya
10.210.1.26

ChistyiKislorod
10.210.1.104

56



4. Description of the RPCM Device

CURRENT: 0 mA

Name: input_1 Min voltage, V: 42

Description: Max voltage, V. 58
Active: YES Max current, A 76

Recognition OFF

kWh! 0

20:18:30 20:17:00 B
POWER: 0 W

CURRENT: 0 mA
v Name: input_2 Min voltage, V: 42
Description: Max voltage, V. 58

Active: NO Max current, A: 76

kWh: 0.039444

20:16:30 20:17:00
POWER: 0 W

Figure 4.4.2. "Inputs” section — main window.

4.4.3. The Top Control Bar

This panel is intended for displaying general information and switching between modes of
operation.

Vs Vovwaa

Figure 4.4.3. "Inputs” Section — main window.

Legend:

1 — menu button;

2 — RCNTEC logo (click to visit the RCNTEC website — rcntec.com);

3 — RPCM name (click to visit the RPCM product site — rpcm.pro);

4 — light identification button depicted as a lightbulb image;

5 — sound identification button depicted as a radio-image;

6 — Unlock Control button depicted as a lock;

7 — button to activate showing of Limits on graphs;

8 — Virtual Front Panel, a click on this object switch to Dashboard;

9 — grounding icon;

10 — group of service values: internal temperature in degrees Celsius, time and date.

Note. Clicking on the Broadcast Unit (device status) causes a transition to the Control Panel (Dashboard).
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4.4.4. Information Area of the Inputs Section

There are areas of information and controls for each input below the top bar of the Top Control
Bar. These areas can be divided into left and right parts.

On the left part of each area the information in text values and graphs is presented:
voltage in volts;

capacity in amps;

power in watts.

On the right side you can see the following groups of values.

"INFORMATION" contains the following data:

Name — user settable input name;

Description — comment field up to 255 characters long;

Active — indicator of whether the input is active with a value YES, or a backup with a value —
NO;

Recognition — YES if input recognition blinking is activated, NO otherwise.
"LIMITS" group contains the following data:

Min. voltage, V— minimum allowed voltage;

Max. voltage, V — maximum allowed voltage;

Max. current, A — maximum allowed current.

"COUNTERS" group contains the following data:

KWh — accumulated kilowatt hours.
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CURRENT: 109 mA /
S
150 4
Name: Min voltage, V:
M Vi \ input_1 42
/\A 100 | ik Description: Max voltage, V:
58
Active: Max current, A:
YES 76
- sl 5
\/\J\_/\/M PR A, Recognition:
Y OFF
kWh: 0.028056

20:36:00 20:36:30
POWER: 4 W

Figure 4.4.4. Input information panel.
Legend:

1 — number of the inlet;

2 — current value graphs area ;

3 — “INFORMATION” block;

4 — “LIMITS“ block;

5 — “gear” button to call the “INPUT SETTINGS” window;
6 — “COUNTERS"” block.

4.4.5. Entering and modifying Parameters

To set the input control parameters, the INPUT SETTINGS pop-up window is used. To open it,
you need to click on the control depicted as a gear of the corresponding input (see section 4.4.4
Information area of the Inputs section).

When you click on the top text information area (to the right of the chart), a pop-up window will
be opened to set the parameters of the first input; if you click on the bottom information area —
the parameters window for the second input will request to be set.

In the appeared window that appears, you can set the following values:
INPUT (1 or 2) SETTINGS

Name — specified input name;

Description — comment field of 256 characters long;

Max. current, A — maximum current;

Min. voltage, V— minimum voltage;

Max. voltage, V — maximum voltage.

To confirm entry, press the APPLY button. To cancel, instead of pressing APPLY simply close the
window using the CLOSE button.
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4. Description of the RPCM Device

30°C
L 1ssa9
06/09/2019

INPUT 1 SETTINGS

VOLTAGE: 54.715 V CURRENT: 0 m
80~
Name Min voltage, \/
input_1 42
0
Description 58
20
Max current, A
o- o Lo 76 5
18:53:30 18:54:00
POWER: 0 V
S Sl - . - 2L 4
VOLTAGE: 54.715 V CURRENT: 0 m
40—
20
o- o 0
18:53:30 18:54:00
POWER: 0V

APPLY CLOSE
Figure 4.4.5. INPUT SETTINGS pop-up window (entering the main parameters).

Note: Input 2 is configured in the same way.
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4.4.6. Management of Inlets in Control Mode

1 2 3 4 5 6
/ / : : CURRENT: 122 mA

() TURN ON

7 8 9 10 11

Name: Min voltage, V:

input_1 42

Description: Max voltage, V
58

Active: Max current, A:

YES 76

Recognition:

OFF

Q IDENTIFY

KWh: 0.028611

POWER: 5 W

Figure 4.4.6. Control Mode of the Input Section.

Legend:

1 — inlet number;

2 — instant input voltage value;

3 — TURN ON button — turns on the input;

4 — IDENTIFY button — activates input recognition blinking to help locate it in the rack;
5 — TURN OFF button — to turn off input (if it’s on);

6 — instant current value (milliamps);

7 — instant power consumption value (watts);

8 — INFORMATION block with Name, Description and Recognition state;
9 — LIMITS block with the thesholds;

10 — gear button to call the INPUT SETTINGS pop-up window;

11 — COUNTERS block with the accumulated power consumption data (kWh).
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4.4.7. Input Management of RPCM DC without ATS

RPCM DC 232A has single input.

CURRENT: 0 mA

Name:
input_1

Description:

Recognition:
OFF

20:51:00 20:51:30

Figure 4.4.7. "Inputs" Section — main window of RPCM DC 232A.

1 2

POWER: 0 W

CURRENT: 0 mA

Name:
input_1

Description:

Recognition:
OFF

20:51:00 20:51:30

Figure 4.4.8. Input panel of RPCM DC 232A.
Legend:

1 — input indicator;

2 — graph area;

3 — INFORMATION block;

4 — LIMITS block with the thresholds;

5 — gear button to show the “INPUT SETTINGS” pop-up window;

6 — “COUNTERS“block.

od Lo

POWER: 0 W

Min voltage, V:
42
Max voltage, V:
58
Max current, A:

232

kWh: 0

Min voltage, V:
42

Max voltage, V:
Max current, A:

232

kWh: 0

In Control Mode Control, input has an IDENTIFY button to help quickly locate the device.

62



4. Description of the RPCM Device

CURRENT: 0 mA

Name: Min voltage, V:

input_1 42
Description: Max voltage, V:
58
Q IDENTIFY Recognition: Max current, A:
OFF 232
kWh: 0

POWER: 0 W

Figure 4.4.9. Control input area in Control Mode for RPCM DC 232A.

4.4.8. Showing Current Limits on graphs

By default current/voltage values scales in web-interface’s graphs are getting automatically
adjusted to the maximum values appeared during the time interval shown on the graph.

Sometimes to evaluate actual usage of current flowing through the RPCM as well as voltage on
different inputs you might want to see current consumption of several inputs as well as voltage of
both inlets in the same scale based on maximum set limits.

To achieve this use “Show Limits” button on the Top Control Bar and turn on limit switches for
inlets of interest. After activating this item, the mode for setting a demonstration of the set limits
is activated.

CWUIIA TOKA: 109 mA
Hassanue: MuH. HanpsxeHue, B:
input_1 42
OnucaHue: Makc. Hanprxerue, B:
58
. Mmakc (5535000), MA AKTMBHbIN: Make. Tok, A:
OA 76
PacnosHaBaHue:
BbIK/IIOYEHO
KBTu: 0.028889
MOLWHOCTb: 4 Br
CUINA TOKA: 0 MA
v Hassauue: MuH. HanpskeHue, B:
input_2 42
OnucaHue: Makc. Hanprxerue, B:
58
Mmakce (5535000), MA AKTMBHBINA: Makc. Tok, A:
HET 76
PacnosHasaHue:
BbIK/TIOYEHO
KBTY: 0.023333
MOLHOCTb: 0 Br

Figure 4.4.10. Showing Current Limits on graphs configuration for RPCM DC ATS 76A.

After enabling Showing Current Limits, selected areas of the set limits are turned on for the
selected parameters.
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CURRENT: 11§ mA
Name: Min voltage, V:
input_1 42
Description: Max voltage, V:
58

@  max (655350001 mA

5 8 9 10 1 12
(

Active: Max current, A:
YES 76

Recognition:
OFF
kWh: 0.029167

POWER: 5 W

Figure 4.4.11. The setting items for Showing Current Limits.

Legend:

1 — inlet number;

2 — voltage limit switch;

3 — instant input voltage;

4 — voltage limit value;

5 — current limit switch;

6 — instant input current;

7 — current limit value;

8 — instant power consumption.

9 — “INFORMATION” block;

10 — LIMITS block with the thresholds;
11 — gear button to open the INPUT SETTINGS pop-up window;

12 — "COUNTERS” block with parameters of power consumption.
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VOLTAGE: 48.507 V

CURRENT: 115 mA

80,000,000 5

80

0~ Lo
20:44:30 20:45:00
POWER: 4 W
VOLTAGE: 48.448 V CURRENT: 0 mA
o= Lo
20:44:30 20:45:00
POWER: 0 W

INFORMATION
Name:
input_1
Description:
Active:
YES

Recognition:
OFF

INFORMATION

Name:
input_2

Description:
Active:
NO

Recognition:
OFF

Figure 4.4.12. Showing Current Limits mode for the first input is on.

41 °C

20:45:12
20/05/2019

LIMITS

Min voltage, V:
42
Max voltage, V:
58

Max current, A:

76
COUNTERS
kWh: 0.028889
LIMITS

Min voltage, V:
42

Max voltage, V:

58
Max current, A:
76
COUNTERS
kWh: 0.023333
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4. Description of the RPCM Device

4.5. Outlet Operation

4.5.1. Short Description
This section describes how to configure the outlets (outputs) to provide power to consumers.

You can access this section via Outputs menu item or by typing:
http://<name_or_IP_RPCM>/outputs directly in web-browser address bar (provided that
authentication passed successfully before).

Note. Screenshots of the RPCM DC 232A are shown as an illustration. For other models of RPCM DC, the basic principles of
working are preserved.

& cmadmin  Sign Out

<
Dashboard
AvtonomnayaPila [SSH]
Input 10.210.1.252
Outputs BednyiKotTom [SSH]
10.210.1.72
Configuration
BegunMarafonets [SSH]
Network Utilities 10.210.1.99
System Journal BelyiVolos [SSH]
10.210.1.94
Software Update
BystrayaMolniya [SSH]
Automation 10:210.1.2¢
Documentation ChistyiKislorod [SSH]
10.210.1.104
About This RPCM
ChistyiList [88H]
For Dear Customer 102101452
Current version ChudnyiMig [SSH]
10.210.1.159
Date: 2019-05-15 09:34
Firmware: 0.9.743 Ch Ch
) ungaChanga [SSH]
Software:. 0.7.75 10.210.1.233

Figure 4.5.1. Select menu is the Outputs item.
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4. Description of the RPCM Device

4.5.2. Output (Outlets) section

7\

—

CURRENT: 0 mA

POWER: 0 W

19:10:90

CURRENT: 71 mA

19:11:00

POWER:3 W

19:10:90

CURRENT: 0 mA

19:1:00

POWER: 0 W

19:10:30

19100

INFORMATION
Name: output_0
Description:
Recognition: OFF
cS,ua'vival priority:

COUNTERS
kWh: 0

ALARM LIMIT
Current, mA: 24000
Duration, s: 30
Reached, times: 0
Fired, times: 0

TURN OFF LIMIT
Current, mA: 30000
Duration, s: 2
Reached, times: 0
Fired, times: 0

OVERVOLTAGE PROTECTION

Turn off limit, V: 60

recover turn on after overvoltage, s: 2

INFORMATION
Name: output_1
Description:
Recognition: OFF
Survival priority:
1

COUNTERS
kWh: 0.003333

ALARM LIMIT
Current, mA: 24000
Duration, s: 30
Reached, times: 0
Fired, times: 0

TURN OFF LIMIT
Current, mA: 30000
Duration, s: 2
Reached, times: 0
Fired, times: 0

OVERVOLTAGE PROTECTION

Turn off limit, V: 60

recover turn on after overvoltage, s: 3

INFORMATION
Name: output_2
Description:
Recognition: OFF

Survival priority:
2

COUNTERS
kWh: 0

ALARM LIMIT
Current, mA: 24000
Duration, s: 30
Reached, times: 0
Fired, times: 0

TURN OFF LIMIT
Current, mA: 30000
Duration, s: 2
Reached, times: 0
Fired, times: 0

OVERVOLTAGE PROTECTION

Turn off limit, V: 60

recover turn on after overvoltage, s: 4

Figure 4.5.2. Main window of the section Outputs




4. Description of the RPCM Device

4.5.3. Top Control Bar

This panel is intended for displaying general information and switching between modes of
operation.

od - oo

Figure 4.5.3. Top Control Bar

Legend:

1 — menu button;

2 — RCNTEC logo (click to visit the RCNTEC website — rcntec.com);
3 — RPCM name (click to visit the RPCM product site — rpcm.pro);
4 — light identification button depicted as a lightbulb image;

5 — sound identification button depicted as a radio-image;

6 — Unlock Control button depicted as a lock;

7 — button to activate showing of Limits on graphs;

8 — Virtual Front Panel, a click on this object switch to Dashboard;
9 — grounding icon;

10 — group of service values: internal temperature in degrees Celsius, time and date.

4.5.4. Information Area of the Section Outputs

Each area has a graph for the outlet, allowing you to get a visual representation of the physical
characteristics of the power supply.

In the left part on each area information is presented in the form of two graphs and in text values
according for:

current in amps;

active power in watts.

On the right side you can see the following text blocks of preset values (see below).
"INFORMATION" contains the following data:

Name — outlet name;
Description — outlet description (max 256 characters in length);

Recognition — indicator of whether the outlet identification mode is enabled on the device. OFF
— indicates the identification of the outlet is not currently enabled. ON — outlet identification
mode is enabled;
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4. Description of the RPCM Device

Survival priority — outlets with higher absolute values will turn off first in the event of input
overload.

"COUNTERS" contain the following data:
kWh — accumulated value of kilowatt hours (active power);
"ALARM LIMIT" contains the following data:

Current, mA — when this value is exceeded for time longer than duration specified in the next
field alarm is triggered;

Duration, s — duration of time after which an alert is triggered if the excess current is observed;
Reached, times — number of times the alarm current limit has been reached;

Fired, times — number of times overcurrent alarm fired.
"TURN OFF LIMIT" contains the following data:

Current, mA — when this value is exceeded for time longer than duration specified in the next
field outlet turn off is triggered;

Duration, s — duration of time after which outlet gets turned off if the excess current is
observed;

Reached, times — number of times the turn off current limit has been reached;
Fired, times — number of times overcurrent turn off has fired.

"OVERVOLTAGE PROTECTION" contains the following data:

Overvoltage shutdown limit, V — if the voltage exceeds the specified value, the output is
turned off;

Recover turn on after overvoltage, s — after the voltage returns below the shutdown limit
value and the specified time in seconds passes, the output turns back on.
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4. Description of the RPCM Device

CURRENT: 71 m POWER: 3W Name: output_
E r Description: Work 1

Recognition: OFF

Survival priority: 1

4/\ N TR

Current, mA: 30000
Duration, s: 2

kWh: 0.005556
Reached, times: 0

Fired,times: 0

19:51:00 19:51:30
Turn off limit, V: 60

recover turn on after overvoltage, s: 3

Figure 4.5.4. Presentation of technical outlet parameters.

Legend:

1 — outlet number;

2 — instant current value;

3 —graph of current and active power;

4 — instant power value;

5 — "INFORMATION " values block;

6 — "COUNTERS" block with accumulated power consumption counters;;
7 — "OVERVOLTAGE PROTECTION" block;

8 — "ALARM LIMIT" block;

9 — "gear" button to open the "OUTPUT SETTINGS" overlay interface;
10 — "TURN OFF LIMIT" block.
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4. Description of the RPCM Device

4.5.5. Setting the Output Parameters

To set the outlet control parameters, use the pop-up window OUTPUT SETTINGS To open it, click
on the gear button of the corresponding outlet.

List of additional pop-up window settings OUTLET SETTINGS:

Name — name of the outlet;
Description — more detailed description;

turn on after start-up, s — delay at start-up; set to avoid high in-rush currents and to start
infrastructure in correct order during start-up after power blackout;

survival priority — priority with which the channels are deactivated in case of a general
overload (highest is 0, lower is 9, the higher the priority, the later the channel is disconnected in
the event of input overload);

overcurrent alarm limit, mA — maximum permissible current; when exceeded, the system
initiates alarm condition indication that the limit was exceeded;

overcurrent alarm limit, s — delay in seconds, after which the alarm is activated;

overcurrent turn off limit, mA — maximum permissible current capacity; when exceeded, the
system initiates a procedure turning off the outlet due to overload;

overcurrent turn off limit, s — delay in seconds, after which the outlet is turned off;

overvoltage turn off limit, V— maximum permissible overvoltage; when exceeded, the system
turns off the outlet due to overvoltage;

recover turn on after overvoltage limit, s — delay in seconds, after which the outlet is turned
on when voltage goes back to allowed value.

To confirm entry, press the APPLY button. To cancel, instead of pressing APPLY, it is necessary to
close the window using the CLOSE button.
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4. Description of the RPCM Device

40°C
1 102536

l . I OUTPUT START SEQUENCE DIAGRAM

14/05/2019

0
g e
g |
OUTPUT 1 ¢ S
4
SETTINGS s e EEEE——
o a e
o s & ————
—
g =
— |
0 1 2 3 4 ] 6 7 8 9 10 1 12
1
Name overcurrent alarm limit, mA
output_1 24000 8
current alarm limit, s
CURRENT: 71 mA POWER: 3W 30 ~
‘Bﬂ: [ =
[ 1o turn on delay after startup, s overcurrent turn off limit, mA
W 3 < 30000 5
=l survival priority overcurrent turn off limit, s
Fs 1 g 2 8
60 8
o Lo
19:35:30 19:36:00
recaver tum on after overvoltage, s
3 8
|

APPLY CLOSE

Figure 4.5.5. The OUPUT SETTINGS pop-up window.
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4. Description of the RPCM Device

4.5.7. Management of Outlets in Control Mode

1 2 3 4 5 6 7 12
CURRENT: 7,[ POWER: 34: Name: output_1 urrent, mA: 24000
Description: Work 1 uration, s: 30
Recognition: OFF eached, times: 0
Survival priority: 1 ired, times: 0

urrent, mA: 30000
2

Q IDENTIFY

kWh: 0.005556
eached, times: 0

ired, times: 0

Turn off limit, V: 60

recover turn on after overvoltage, s: 3

Figure 4.5.6. Outlet panel in Control Mode.

Legend:

1 — outlet number;

2 — instant current value;

3 — TURN ON button — use to turn on the outlet;

4 — RESET button - use to cycle power on the outlet;

5 — TURN OFF button — use to turn off the outlet;

6 — IDENTIFY button — to turn on recognition blinking on outlet to locate it in the rack;
7 — instant power consumption;

8 — “INFORMATION” block;

9 — "COUNTERS" block;

10 — "ALARM LIMIT" block;

11 — "TURN OFF LIMIT" block;

12 — "gear" button to open the "OUTPUT SETTINGS" pop-up window;
13 — “OVERVOLTAGE PROTECTION” block.
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4. Description of the RPCM Device

CURRENT: 0 mA POWER: 0 W

B oo

CURRENT: 71 mA POWER: 3W

C e

CURRENT: 0 mA POWER: 0 W

A

INFORMATION
Name: output_0
Description:

Recognition: OFF

Survival priority: 0

COUNTERS
kWh: 0

Turn off limit, V: 60

ALARM LIMIT
Current, mA: 24000
Duration, s: 30
Reached, times: 0

Fired, times: 0

TURN OFF LIMIT

Current, mA: 30000
Duration, s: 2
Reached, times: 0
Fired, times: 0

OVERVOLTAGE PROTECTION

recover turn on after overvoltage, s: 2

INFORMATION
Name: output_1
Description: Work 1
Recognition: OFF

Survival priority: 1

COUNTERS
kWh: 0.005278

Turn off limit, V: 60

ALARM LIMIT
Current, mA: 24000
Duration, s: 30
Reached, times: 0
Fired, times: 0

TURN OFF LIMIT

Current, mA: 30000
Duration, s: 2
Reached, times: 0
Fired, times: o

OVERVOLTAGE PROTECTION

recover turn on after overvoltage, s: 3

INFORMATION
Name: output_2
Description:

Recognition: OFF

Survival priority: 2

ALARM LIMIT
Current, mA: 24000
Duration, s: 30

Reached, times: 0
Fired, times: 0

Figure 4.5.7. General view of the Outputs section in Control Mode.
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4. Description of the RPCM Device

4.5.8. Showing Current Limits on graphs

By default current/voltage values scales in web-interface’s graphs are getting automatically
adjusted to the maximum values appeared during the time interval shown on the graph.

Sometimes to evaluate actual current flowing through the RPCM on different channels you might
want to see current consumption of several outlets in the same scale based on maximum set
limits.

To achieve this use “Show Limits” button on the Top Control Bar and turn on limit switches for
outlets of interest.

CURRENT: 0 mA POWER: 0 W Name: output_0 Current, mA: 24000
Description: Duration, s: a0
Recogni OFF Reached, times: 0
rity: 0 Fired, times: o

D 3 Current, mA: 30000
Duration, s: 2
turn off (30000), mA Reached, times: 0

Fired, times: 0

Turn off limit, V: 80
recover turn on after overvoltage, s: 2

CURRENT: 71 mA POWER: 3 W Name: output 1 Current, mA: 24000
Description: Work 1 Duration, s: 20
Recognition: OFF Reached, times: 0
Survival priority: 1 Fired, times: 0
Current, mA: 30000
Duration, s: 2
KWh:  0.005278
turn off (30000), MA Reached, times: 0
Fired, times: o
Turn off limit, V: 60
recover turn on after overvoltage, s: 3
CURRENT: 0 mA POWER: 0 W Name: output_2 Current, mA: 24000
Description: Duration, s: 30

Recognition: OFF Reached, times: 0

r‘ﬁ Survival prioity: 2 Fired, times:

Figure 4.5.8. Showing Current Limits configuration.
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4. Description of the RPCM Device

1 2 3 4 5 6 7
CURRENT: 0 mA POWER: 0 W Name. output_1 urrent, mA: 24000
Description: uration, s: 30
Recognition: OFF eached, times: 0
. Survival priority: 1 Fired, times: 0
I Current, mA: 30000
Duration, s: 2
turn off (30000), mA e ® Reached, times: 0
@ Fi

Overvoltage turn off limit, V: 60

Recover turn on after overvoltage, s: 3

Figure 4.5.9. Showing Current Limits configuration - switches for outlet 1 are on.
Legend:

1 — number of the outlet;

2 — instant current consumption value (milliamps);

3 — switch on/off Showing Current Limits for notification;

4 — switch on/off Showing Current Limits for turning off;

5 — instant power consumption value (watts);

6 — “INFORMATION” block;

7 — "COUNTERS" block;

8 — "OVERVOLTAGE PROTECTION" block;

9 — “ALARM LIMIT" block;

10 — gear button to open the "OUTPUT SETTINGS" pop-up window;
11 — "TURN OFF LIMIT" block.
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4. Description of the RPCM Device

41°C
10:36:29
14/05/2019
INFORMATION ALARM LIMIT
CURRENT: 0 mA POWER: 0 W Name: output_0 Current, mA: 24000
7 Description: Duration, s: 30
Recognition: OFF Reached, times: 0
A Survival priority: 0 Fired, times: 0
TURN OFF LIMIT
COURFEHS Current, mA: 30000
Duration, s: 2
kWh: 0
Reached, times: 0
Fired, times: 0
. i OVERVOLTAGE PROTECTION
194920 A947:00 Turn off limit, V: 60
recover turn on after overvoltage, s: 2
INFORMATION ALARM LIMIT
CURRENT: 71 mA POWER: 3 W Name: output_1 Current, mA: 24000
T Description: Work 1 Duration, s: 30
B Recognition: OFF Reached, times: 0
30,0001 Survival priority: 1 Fired, times: 0
s
TURN OFF LIMIT
20,000 |
g CotTES Current, mA: 30000
Duration, s: 2
KWh: 0005278
s Reached, times: 0
o Fired, times: 0
" " OVERVOLTAGE PROTECTION
19:46:30 19:47:00 Turn off limit, V: 60
recover turn on after overvoltage, s: 3
INFORMATION ALARM LIMIT
CURRENT: 0 mA POWER: 0 W Name: output_2 Current, mA: 24000
Description: Duration, s: 30
Recognition: OFF Reached, times: 0
Survival priority: 2 Fired, times: 0

Figure 4.5.10. The Limits Demonstration Mode is turned on for output 1.
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4. Description of the RPCM Device

4.6. RPCM Configuration Section

4.6.1. General Information

This chapter describes the configuration of device level settings of the Resilient Power Control
Module (RPCM).

Almost all the necessary tools for it are found in the "Configuration" section of the web interface.

You can reach this section by using the Configuration menu item or by typing:
http://<name_or_[P_RPCM>/configuration/ in the browser address string (provided that
authentication was previously successful).

Note. Screenshots of the RPCM DC 232A are shown as an illustration. For other models of RPCM DC, the basic principles are
the same.

2 rpemadmin 3]
=
Dashboard
AvtonomnayaPila [SSH]
Input 10.210.1.252
Qutputs BednyiKotTom [SSH]
10.210.1.72
Configuration
BegunMarafonets [SSH]
Network Utilities 10.210.1.99
System Journal BelyiVolos [8sH]
10.210.1.94
Software Update
BystrayaMolniya [SSH)
Automation 10:210:1.26
Documentation ChistyiKislorod [SSH]
10.210.1.104
About This RPCM
ChistyiList [SSH]
For Dear Customer 10210.1.132
. ChudnyiMig [SSH]
Current version 10.210.1.159
Date: 2019-05-1509:34
Firmware: 0.9.743 ChungaChanga [SSH]
Software: 0.7.75 HEt

Figure 4.6.1. "Configuration” menu item.

4.6.2. Main Window of the "Configuration" Section

Under the Top Control Bar there are management panels with a set of tabs on which
management objects are concentrated. Each panel is designed to manage a set of parameters,
related to a particular functionality e.g. "Network Settings".
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4. Description of the RPCM Device

33°C
L 160205
19/05/2019
Users (1) ‘ Groups (1) SNMP agent vi/v2c (o) v3 (o) Traps (0)
User name T Group Status SNMP Agent configuration
rpcmadmin administrators enabled Adminiscaiive State: o
Port: 161
EnginelD: 8000B49B045250434D
Context: rpcm
MIB files
1. FLOAT-TC.txt

2. RCNTEC-MIB.txt

3. RCNTEC-RPCM-MIB.txt

Click row to edit or update user RELOAD ADD
Location Tech Contact
Last changed: 2019-06-04 12:00:47 RELOAD
Date/Time NTP
Current date/time settings
Date/Time: 2019-06-04 17:56:37
RELOAD EDIT Time zone: UTC
Cloud connection ‘ Cloud Registration Use NTP Servers: [&]
&» Cloud session status: not connected
. Enable export of telemetry from this RPCM to the Cloud

Figure 4.6.2. "Configuration" section — main window.

Control panels can be collapsed to fit all panels on screen for easy navigation.

Users

(1) ‘

Location ‘

Groups

Tech Contact

(1) ‘ SNMP agent

‘ Date/Tim

33°C
L 160205
~ 19/05/2019
vi/v2c (0) v3 (0) Traps (0)
e NTP

Cloud connection ‘

Network Settings

Cloud Registration

SMTP Settings

Front Panel Display Settings

‘ Backup

Mail Recipients

API Service Settings

Restore

Figure 4.6.3. "Configuration" section with collapsed panels.
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4. Description of the RPCM Device

4.6.3. Top Control Bar in Configuration Section

YAy a—a

Figure 4.6.4. "Top Control Bar" in Configuration section.

Legend:

1 — menu button;

2 — RCNTEC logo (click to visit the RCNTEC website — rcntec.com);
3 — RPCM name (click to visit the RPCM product site — rpcm.pro);
4 — light identification button depicted as a lightbulb image;

5 — sound identification button depicted as a radio-image;

6 — Virtual Front Panel, a click on this object switch to Dashboard;
7 — grounding icon;

8 — group of service values: internal temperature in degrees Celsius, time and date.

4.6.4. General Description of Management Panels

In the configuration section, there are the following field for managing common RPCM
parameters:

Users and Groups — user and group management;

Location and Tech Contact — reference information about the location of the device and
contacts of the engineering service;

Network settings — configuration of network parameters;
SNMP — access settings (monitoring and management) via SNMP;

Date / Time and NTP — time and address settings for the Time service (Network Time
Protocol)

SMTP Settings / Mail recipients — mail transport and mail agent setting for email notification;
Cloud Connection / Cloud Registration — setting for integration with the RPCM Cloud

Front panel Display settings — for tuning display message on the Front Display.
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4. Description of the RPCM Device

Users (1) ‘ Groups (1)
User name T Group Status
rpcmadmin administrators enabled
Click row to edit or update user RELOAD ADD

Location ‘ Tech Contact

RELOAD EDIT
Cloud connection Cloud Registration
€ Cloud session status: not connected
. Enable export of telemetry from this RPCM to the Cloud 7
1" Enable control of this RPCM via the Cloud
RELOAD
Network Settings
Configure IPv4: Using DHCP
IPv4 Address: 10.210.1.153 3
Subnet Mask: 255.255.255.0
Gateway: 10.210.1.1
Primary DNS:
Secondary DNS: 185.83.242.34
RELOAD EDIT

32°C
1 224743
15/05/2018
SNMP agent vil/v2c (o) v3 (0) Traps (0)
SNMP Agent configuration
Administrative State: I
Port: 161
EngineID: 8000B49B045250434D
Context: rpcm
MIB files
1. FLOAT-TC.txt
2. RCNTEC-MIB.txt
gt RCNTEC-RPCM-DC-MIB.txt
| Last changed: 2018-05-15 19:13:44 RELOAD
Date/Time NTP
Current date/time settings
Date/Time: 2018-05-15 22:47:43
Time zone: UTC
Use NTP Servers: . 5
RELOAD EDIT

SMTP Settings Mail Recipients

RELOAD ADD

Front Panel Display Settings Global options

Custom message: ~ Custom fext

Text color: Red

9

What to show by default: Voltage

SAVE RELOAD

API Service Settings

API Authentication: »
API Key: 6550c0504449b8a677ffefe6e6022ca8
8 Key Status: .

RELOAD GENERATE NEW

Backup ‘ Restore

DOWNLOAD CONFIGURATION

Figure 4.6.5. "Configuration" section— management panels.



4. Description of the RPCM Device

Legend:

1 — Users and Groups panel;

2 — Location and Tech contact panel,

3 — Network Settings panel;

4 — SNMP Settings panel;

5 — Date/Time and NTP panel;

6 — SMTP Setting panel;

7 — Cloud Connection / Cloud Registration panel.
8 — API Settings panel;

9 — Front panel Display settings panel;

10 — Backup/Restore panel.

4.6.5. Setting Up System User Accounts And Groups

When you enter the "Configuration" section in the "Users and Groups" panel, the "Users" tab is
opened to control users.

The following elements of information and management are present in this tab:
list of created users with indication of group and status (Enabled or Disabled);
RELOAD button for updating information after account changes;

ADD USERS button to open the window to create a new user.

Users (1) Groups (6)

rpcmadmin administrators enabled

Click row for editing and updating user

Figure 4.6.6. — Users and groups management panel. The "Users" tab is active.
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4. Description of the RPCM Device

By default, only one user account rocmadmin is created (with the default password
rpcmpassword). To enter a new user; click on the ADD USER button. The following fields are
available in the appeared window:

User name — the name of the new user;
Password — password;
Confirm Password — confirmation of the password;

Expiration seconds — time in seconds after which the session opened under the user's account
is expired and interrupted;

Access level — user's privilege level;

Disabled — when this switch is set to ON (blue), the user account will be created, but locked.

To create an account, click on the CREATE button. To cancel, use the CANCEL button.

New User
User name
newuser Disabled )
Password Confirm Password
Expiration seconds Access level
3600 8 user
CANCEL CREATE

Figure 4.6.7. "New User" pop-up window for creating an RPCM system user account.

To edit an existing account, click on the username and the account settings editing window will
open.

Appearance of the Edit User window.
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4. Description of the RPCM Device

Edit User

newuser Disabled )

DELETE CANCEL UPDATE

Figure 4.6.8. "Edit User" window for RPCM system user account editing.
The following input fields are available in this window:

User name — the name of the new user;
Password — password;
Confirm password — confirmation of the password;

Expiration seconds — time in seconds after which the session opened under the user's account
is expired and interrupted;

Access level — user's privilege level;
Disabled — when this switch is set to ON (blue), the user account will be created, but locked.

To update user account with new settings click UPDATE button.
To cancel changes, use the CANCEL button.

DELETE button is intended to remove the user. After clicking DELETE button a confirmation
window will appear to confirm the deletion of this account.

Delete User

Are you sure you want to delete user 'newuser'?

YES NO

Figure 4.6.8. "Delete User" confirmation window.

Note. Pop-up windows intended to create new entities have a blue title. In turn, pop-up windows for editing parameters
have a green title. If the window is intended to confirm a request for some critical action, for example, deleting an object or
stopping a service, it has a red heading.
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4. Description of the RPCM Device

Creating and modifying RPCM system account groups occurs in the same way.

Users (2) Groups (6)
group 5 0
group 4 0
group 3 0
users 0
guests 0

Figure 4.6.10. User and group management panel. Active tab "Group".

4.6.6. Information About Technical Support Location and Contacts

This panel to fill reference information in order to obtain it quickly in order that it may be quickly
obtained when needed.

The following fields are displayed in the Location tab:

Place — name of the place where the device is located;

Street — fill address or other geographic identifier of where this RPCM device is located;
Room — name or number of the room where the device is located;

Rack — coordinates or rack number where the module is mounted;

Unit — unit number in 19" inch rack;

Description — text field for recording additional information.

Also there are EDIT button for calling the pop-up window for editing parameters and RELOAD
button for updating information presented in this panel.

Location Tech contact
Place: Large Conf Room Description:
Street: Polkovaya For management of presentation devices

Room: Large Conf Room
Rack: 1
Unit: 1

Figure 4.6.11. Location and Tech contact panel. The "Location" tab is active.
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Edit Location

Location Description

Large Conf Room For management of presentation
devices

Street

Polkovaya

Room

Large Conf Room

Rack
1

Unit

CANCEL UPDATE

Figure 4.6.12. The “Edit Location” pop-up window.
To save the information entered click the UPDATE button.
To cancel changes click the CANCEL button.

The "Tech Contact"” tab is intended for specifying technical support details, in particular contact
number, email and name of the company providing support (or name of the contact person).

Location Tech contact

Name: RCNTEC

Phone: +7 800 302 8787

e-mail: info@rcntec.com

RELOAD EDIT

Figure 4.6.13. "Location"” and "Tech contact"” panel. "Tech Contact” tab is active.

You can edit these parameters by calling the edit window by clicking the EDIT button.
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4. Description of the RPCM Device

Edit Tech Contact

Name phone
RCNTEC +7 800 302 8787
e-mail

info@rcntec.com

CANCEL UPDATE

Figure 4.6.14. The "Edit Tech Contact” window.

4.6.7. Network Settings

By default RPCM is configured to obtain IP address via DHCP protocol. In case it cannot obtain IP
address via DHCP (for example if DHCP server is not available), RPCM will self-assign the IP
address from IP Link Local range (169.254.0.0/16).

It is also possible to configure static IP address settings.

Note. The mechanism for automatic assignment of IP addresses is named Automatic Private IP Addressing (APIPA) or IPv4
Link Local (IPv4LL) or Zero Configuration Networking. When using this method of network address configuration, IP is
automatically assigned from the range of 169.254.xxx.xxx, network mask (Netmask) 255.255.0.0 (another designation is
CIDR — 169.254.0.0/16).

The following fields are available in the Network Settings panel:
Configure IPv4 — Using DHCP (or static address);

IPv4 address;

Subnet mask;

Gateway — default gateway;

Primary DNS — IP address of the primary DNS server;
Secondary DNS — IP address of the secondary DNS server.

There are also EDIT button for calling the pop-up window for editing network parameters and
the RELOAD button to refresh information in this panel.
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4. Description of the RPCM Device

Network Settings

Configure IPv4: Using DHCP
IPv4 Address: 10.210.1.24
Subnet Mask: 255.255.255.0

Gateway: 10.210.1.1
Primary DNS: 10.210.1.2
Secondary DNS: 10.210.1.4

RELOAD EDIT

Figure 4.6.15. "Network Settings” panel.

To assign the static IP address, click the EDIT button, then in the pop-up window that appears
choose Static in Configure IPv4 field and enter static IP address parameters in fields below.

Edit Network configuration

Configure IPv4
Static
IPv4 Address Subnet Mask
192.168.1 .24‘ 255.255.255.0
Gateway
192.168.1.,1
Primary DNS Secondary DNS
192.168.1.2\ 192.168.1.3
CLOSE UPDATE

Figure 4.6.16. The “Edit Network Configuration” pop-up window. Red box shows the Configure IPv4
item for switching to the static address mode.

To save the entered information click the UPDATE button.

To cancel changes, click CANCEL.
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4.6.8. SNMP Settings

The SNMP panel contains four tabs:

SNMP agent — general settings of the SNMP agent;

v1/v2c — set up the community-based authentication for SNMP versions 1 and 2c;
v3 — configuration of authentication based on user accounts for SNMP version 3;

Traps — configuration of address to send SNMP traps.

SNMP agent vi/v2c (1) v3 (1) Traps (1)

SNMP Agent configuration

Administrative State:
Port: 161
EngineIlD: 8000B49B045250434D
Context: rpcm

MIB files

A 1. FLOAT-TC.EXC
2. RCNTEC-MIB.txt

3. RCNTEC-RPCM-DC-MIB.txt

Last changed: 2019-09-04 13:35:26

Figure 4.6.17. SNMP management panel."SNMP agent"” tab is active.

The SNMP Agent tab consists of two areas:

SNMP Agent configuration — to get information and enable / disable SNMP agent service;
MIB files — MIB files download links.

Additional information. Management Information Base (MIB) — is a list of data (parameters) used to manage objects in the
communication network. MIB files are used by infrastructure management and monitoring software to use user readable
names for parameters instead of digit based OID (object identifiers).

The "SNMP Agent configuration panel” contains the following fields:
The fields are:
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Administrative State — the state of SNMP agent service - ON or OFF, by default — OFF;
Port — port for network access - 161;

EnginelD — unique device identifier to distinguish it among other interrogated devices
according to SNMP protocol;

Context — name of context (ContextName).

The only available change is to enable the use of SNMP by enabling the SNMP agent. To do this,
use the ENABLE SNMP button. After activating it, a pop-up window with a green header with the
title "Change SNMP agent administrative state" will ask you to confirm enabling SNMP.

Change SNMP agent administrative state

Are you sure you want to change SNMP state to ON?

YES

Figure 4.6.18. Window confirmation that SNMP is enabled.

SNMP agent vi/v2c (1) v3 (1) Traps (1)

SNMP Agent configuration
Administrative State:
Port: 161

EnginelD: 8000B49B045250434D
Context: rpcm

MIB files

1. FLOAT-TC.txt
\’ 2. RCNTEC-MIB.txt
s 3. RCNTEC-RPCM-DC-MIB.txt
Last changed: 2019-09-06 20:46:32 GAER D

Figure 4.6.19. SNMP management panel. SNMP agent is ON.

90



4. Description of the RPCM Device

Change SNMP agent administrative state

Are you sure you want to change SNMP state to OFF?

Figure 4.6.20. Window to confirm disabling of SNMP.

Also you can disable SNMP agent. To do this, use the DISABLE SNMP button. After clicking
DISABLE SNMP, a pop-up window with the red title "Change SNMP agent administrative state"
will ask you to confirm disabling SNMP.

Additional information.

The first version of the protocol SNMPv1 is organized the simplest and least security. The basis of SNMPv1 security is the Community-
based Security Model, that is, authentication based on a single text string — a kind of group name and a two-in-one password (there is
even the term "community — string"). In fact, the name of community is a kind of password. This "key" is broadcast in the body of the
message in clear text. Community is of two types: read-only (read only values of variables) and read-write (read and write values of
variables). Despite the low level of security, SNMPv1 is still in use thanks to simplicity of implementation.

SNMP version 2 in the latest revision SNMPv2c also uses Community-based Security, however, owing to the changes introduced to it,
the performance of the protocol is significantly improved, and security improvements have also been made.

The third version of the protocol — SNMPv3 supports User-based Security Model and traffic encryption. At the same time, these
functions are not mandatory.

Note. The SNMP community name is case sensitive.

Use "v1/v2c" tab to control access to RPCM via SNMP version 1 and 2c.
Figure 4.6.21. SNMP management panel. The tab "v1/2c" is active.
This tab provides information:

o Community — configured community string;

o Enabled — indicator of whether the particular community has been enabled or disabled.
Can be ON or OFF;

o Access type — type of access. Can be Read only or Read / Write;

o Access list — list of subnets (comma separated if more than 1) for which access is
allowed.

This tab has the following action buttons:

o DELETE — to delete the current SNMP community record;

o EDIT — to edit the current SNMP community record;
RELOAD — to refresh information in the SNMP management panel.
ADD COMMUNITY — to create a new SNMP community record;
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To create a new SNMP community record, use the ADD COMMUNITY button. The "New SNMP
community" window will appear.

New SNMP Community
Community
management Enabled O
Access type
O Read only Access list
(®) Read/Write 10.0.0.0/8

CANCEL CREATE

Figure 4.6.22. "New SNMP community" pop-up window.

You need to give community a name, choose whether it will be Read Only or Read/Write as well
as configure access list to define list of subnets that will be allowed access to this community.

Subnet format is network_address/subnet_mask, for example: 10.0.0.0/8 or 172.16.0.0/12 etc

To specify several subnets that need to have access to the community, type in the comma
separated subnet list, for example: “10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16",

Note the Enabled switch. If it is turned off then this particular community will be created but will
not be active.

To confirm the creation of a new SNMP community entry, click CREATE button.

To cancel the creation, click CANCEL.

SNMP agent vi/v2c (2) v3 (1) Traps (2)

SNMP v1/v2c Configuration

Community: public
Enabled: ON

Access type: Read only

Access list: 10.0.0.0/8

DELETE EDIT
Community: management
Enabled: ON
Access type: Read/Write
Access list: 10.0.0.0/8
DELETE EDIT
Last changed:2018-22-02 05:01:07 RELOAD ADD COMMUNITY
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Figure 4.6.23. SNMP management panel, "v1/2c" tab. The new SNMP community "management”
was created.

Note. Tab title contains number of configured records in parentheses.

Use EDIT button within the record to open the pop-up window to make the necessary changes.
For example, set the community entry to "Enabled: ON"

Edit Community

management Enabled ‘

Access type

O Readonly Access lis
Read/Write 10.0.0.0/8

DELETE CANCEL UPDATE

Figure 4.6.24. The “Edit Comminity" (SNMP) window.

Use DELETE button to remove the SNMP community record.

Delete Community

Are you sure you want to delete community management?

YES NO

Figure 4.6.25. Confirmation of removal of the SNMP community record.

4.6.8.3. Access management via SNMPv3 protocol
Access control via SNMPv3 protocol is located in the tab "v3".

As it was said above, the basis of the SNMP protocol version 3 security is authentication using
user accounts.
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Figure
SNMP agent vli/v2c (2) v3 (1) Traps (2)

4.6.26.
SNMP v3 users SNMP

Username: readsnmp User enabled: YES

Access Type: Read only Security Level: Auth/Priv
Auth Protocol: shal Auth Password: #**
Priv Protocol: aes Priv Password: #%%

Access List: 10.0.0.0/8

Last changed: 2018-22-02 05:12:41
management panel, "SNMP v3 Users" tab.
The "SNMP v3 Users" tab displays the following fields:
o Username — username;
o Access Type — either "Read only” or "Read / Write";
o Auth Protocol — authentication protocol: "md5" or "shal";
o Priv Protocol — encryption protocol: "des” or "aes";

o Access List — which IP addresses/subnets are allowed for this user (if you need to
specify multiple [P addresses or subnets, type them in separated by commas);

o User enabled — "YES" or "NO";
o Security Level — Auth/Priv (use password and encryption);
o Auth Password — password of the user for authentication;
o Priv Password — key for encryption.
This tab has the following action buttons:
o DELETE — to delete the current SNMP user record;
o EDIT — to edit the current SNMP user record;
o« ADD USER — to create a new SNMP user record;
o RELOAD — to update information in the SNMP management panel.

To create a new SNMPv3 user account, use the ADD USER button. A "New SNMP User" pop-up
window will appear.

94



4. Description of the RPCM Device

New SNMP User

User name

Enabled O

Access type

@ Read only Security Level

(O ReadMrite Auth/Priv

Auth Protocol Auth Password
shal AuthP@$$wOrd
Priv Protocol Priv Password

= PrivP@$$word
Access list

10.0.0.0/8

CANCEL CREATE

Figure 4.6.27. "New SNMP User" pop-up window.

Please note the "Enabled"” switch. If it is turned off then the user will be created but will not be
active.

To confirm the creation of a new SNMPv3 user, click CREATE button.

To cancel user creation, click CANCEL.

SNMP agent vl/v2c (1) v3 (2) Traps (1)
SNMP v3 users
Username: readsnmp User enabled: YES
Access Type: Read only Security Level: Auth/Priv
Auth Protocol: shal Auth Password: —
Priv Protocol: aes Priv Password: ===
Access List: 10.0.0.0/8
DELETE EDIT
Username: newsnmpuser User enabled: YES
Access Type: Read only Security Level: Auth/Priv
Auth Protocol: shal Auth Password: —
Priv Protocol: aes Priv Password: =
Access List: 10.0.0.0/8 95
Last changed: 2018-26-02 23:35:23 RELOAD ADD USER
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Figure 4.6.28. SNMP management panel. "SNMP v3 Users" tab. A new SNMP user record has been
created.

If you need to make changes to SNMP user configuration, click the EDIT button within the
SNMPv3 user record to open “Edit SNMP User” pop-up window.

Edit SNMP User

user name

newsnmpuser Enabled ]

Access type

@ Read only Security ;

O ReadMWrite Auth/Priv

AU PIoiocar Auth password
shai AuthP@$$word
aes PrivP@$$wOrd
127.0.0.1

DELETE CANCEL UPDATE

Figure 4.6.29. "Edit SNMP User" window.

Use DELETE button either from the “Edit SNMP User” window or from the SNMP management
panel user record, to delete SNMPv3 user account.

Delete SNMP user

Are you sure you want to delete SMMP user
'newsnmpuser'?

YES NO

Figure 4.6.30. Window confirming the removal of the current SNMPv3 user account.
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4.6.8.4. Configuring SNMP Traps

SNMP traps are configured in the Traps tab.

Additional information:

An SNMP trap is a special message, which is sent by the SNMP agent to the receiver (monitoring server). Such messages are

sent to alert the administrator about critical events, e.g., a short circuit, outlet turn of due to overcurrent and so on.

SNMP Trap configuration record has the following attributes:

SNMP version — v1;

Destination Address — IP address of the message receiver (monitoring server);
Port — receiver’s UDP port to which traps will be sent, default is 162;

Enabled — status of SNMP Trap configuration record — ON or OFF;

Community — name of the community according to SNMP v1/2c authentication scheme.

SNMP agent vli/v2c (1) v3 (1) Traps (1)

SNMP Traps Configuration

SNMP version: vl
Destination: 10.210.0.1
Port: 162
Enabled: ON

community: management

DELETE

Last changed:2018-22-02 04:55:43

Figure 4.6.31. SNMP management panel. The "Traps" tab.

Each SNMP trap configuration record contains the following buttons:

DELETE — to delete the SNMP trap configuration record;

DISABLE/ENABLE — to disable/enable sending messages to this destination.

When you click DELETE button, a deletion confirmation window will open.
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Delete SNMP Trap

Are you sure you want to delete trap 10.210.0.1:162?

YES NO

Figure 4.6.32. Window confirming deletion os SNMP Trap configuration settings.
Initially, no SNMP trap records are configured.
SNMP Traps Configuration panel contains the following buttons:

o ADD TRAP — to add new SNMP Trap configuration record;

o RELOAD — reload settings from the RPCM (if settings have been change from another
connection, e.g., from the command line interface or another browser session).

Click ADD TRAP button to open New SNMP Trap pop-up window.

New SNMP Trap

10.210.0.1 Enabled -
162
management

CANCEL CREATE

Figure 4.6.33. Window for creating new SNMP trap record settings.
In the window that appears, you can specify the settings:

e Destination — IPv4 trap destination address;

e Port — UDP port of the destination address (default is 162);
e Community — SNMP community string;

o Enabled — On/Off switch.

To confirm the creation of a new SNMP Trap configuration record click the CREATE button.

To cancel the creation, click the CANCEL button.
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4.6.9. Time Management Panel

The "Date/Time" tab shows current time and time zone.

It has two fields:
« Date/time — system time in the “YYYY-MM-DD HH:MM:SS* format;
« Time zone — time zone.

There are two buttons available: —
o EDIT — to edit Time settings;

o RELOAD — to reload settings from RPCM (in case settings have been changed from the
other interface like CLI or another browser session)

Date/Time NTP

Current date/time settings

Date/time: 2017-12-12 11:14:58
Time zone: UTC

RELOAD EDIT

Figure 4.6.34. "Date/Time" tab for managing system time.

Click EDIT button, in turn, to open Date/Time settings pop-up window

Date/Time settings

Device local date Device local time

2018-01-20 17:50

Device time zone

Europe/Moscow

CANCEL SET

Figure 4.6.35. "Date/Time settings" pop-up windows for adjusting system time and time zone.
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Note. The time zone has to be selected from a predefined list. To see full list of options you need to clear the field. To
simplify selection of a correct time zone, when you start entering letters into the “Device time zone” field, list of options
narrows down leaving only options matching the entered value.

When you click on the "Device local date" field, a window opens in calendar format to change the
date.

< June 2018 >

M i W T F S S

1 12 13 14 15 16 17

18 19 20 21 e 23 24

25 26 27 28 29 30

CANCEL

Figure 4.6.36. Pop-up calendar window for changing the system date.
By clicking on the relevant objects you can change the year, month and date.
To cancel changes, use the CANCEL button.

To change the system time, click on the "Device local time" field of the "Date/Time settings" pop-
up window (see figure 4.6.35)

02:08

CANCEL OK

Figure 4.6.37. Time change pop-up - clock adjustment.
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To set time, just click on hour value first, the interface will remember hour and switch to
minutes, click on minutes and you're all set.

02:08

00
55 5
50 10
45 15
40 20
35 25
30
CANCEL OK

Figure 4.6.38. Time change pop-up window — minutes adjustment.

If the desired minute that you want to set lays between values shown on the clock picture, just
click area between numbers.

To confirm the time value click OK button.
To cancel changes — click the CANCEL button.

To configure synchronization of time with time servers using NTP (Network Time Protocol), use
the NTP tab.

Date/Time NTP

NTP Server list

192.169.1.241
192.169.1.242
192.169.1.243
192.169.1.244
192.169.1.245

SUE-C N

RELOAD SYNC NOW EDIT

Figure 4.6.39. "NTP" tab for setting up time servers.

Click EDIT button to open NTP server list pop-up window to configure up to 5 ntp server
addresses.
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Click RELOAD button to refresh information in tab from RPCM (in case it was changed from
another interface like CLI or another browser session).

Click SYNC NOW button to immediately initiate the time synchronization process with

configured time servers.

NTP server list

1. NTP server
192.168.1.241

3. NTP server
192.168.1.243

5. NTP server
192.168.1.245

2. NTP server
192.168.1.242

4. NTP server
192.168.1.244

CANCEL UPDATE

Figure 4.6.40. Pop-up window for editing NTP address servers.

4.6.10. SMTP Settings and Mail recipients

This panel is used to configure settings for sending email notifications.

In the SMTP Settings tab, you can specify configuration details to connect to a mail server for

sending messages.

SMTP Settings Mail Recipients (3)
Figure
4.6.41.
Server: aspmx.l.google.com
Port: 25 SMTP
SSL state: disable
DELETE EDIT
RELOAD ADD

management panel, "SMTP Settings" tab.
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SMTP Settings tab has the following fields:

Server — server name (FQDN) or IP address;
Port — TCP port number on which the server is waiting for the connection;

HELO domain — optional SMTP protocol HELO value to use when connection to the
SMTP server;

Auth type — authentication method to use when connection to the SMTP server for
sending messages, the following values are available: PLAIN (transmission of the
password in clear text), LOGIN (AUTH LOGIN is the SMTP authentication method in which
the login and password are transmitted as text encoded according to Base64 algorithm),
CRAM MD5 (a method of protecting authentication data based on the MD5 algorithm) and
NONE (no authentication performed).

SSL state — following option are available: enable (sets up encrypted SSL connection
with the certificate authentication), disable (use unencrypted connection), enable-
dontverify-cert (encrypted connection without certificate verification) and tls (use starttls
protocol for encryption on non-encrypted port).

To update information in SMTP Settings panel from RPCM use RELOAD button (this is useful
when configuration was changed from the other interface like CLI or another browser session).

To configure new SMTP server settings, use the ADD button. When you click it, the SMTP server
settings pop-up window is displayed.

New SMTP Server

smtp1.ourcompany.com 587

smtp1.ourcompany.com CRAM_MDS
Password

rpcminfo@ourcompanyicom 00000000000000000000000

SSL state

O enable

QO disable

(®) enable-dontverify-cert

O tls

CANCEL CREATE

Figure 4.6.42. "New SMTP Server" pop-up window.
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To finalize creation of SMTP server configuration click CREATE button. To cancel, press CANCEL.

If you need to change the SMTP server settings, click the EDIT in the SMTP server configuration
record, which will open the Edit SMTP Server pop-up window.

Edit SMTP Server

smtp1.ourcompany.com 587
smip1.ourcompany.com CRAM_MDS
Password
rpcminfo@ourcompany.com ~ eesescscccccsccsccesccs
SSL state
enable
disable

enable-dontverify-cert
tls

O@00

DELETE CANCEL UPDATE

Figure 4.6.43. "Edit SMTP server" pop-up window.

Click DELETE button to delete SMTP Server configuration. A confirmation window will appear.

Delete SMTP server

Are you sure you want to delete SMTP
server smtp1.ourcompany.com?

YES NO

Figure 4.6.44. Confirmation pop-up window "Delete SMTP server”.
In the Mail recipients tab, you can configure up to 5 e-mail recipients records.

Email recipient records have following fields:
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o email — main address of the recipient;
e cc — address for sending a copy;

o bcc — address for sending a hidden copy.

SMTP Settings Mail recipients

email: admin@ourcompany.com

cc: support@ourcompany.com
bcc: security@ourcompany.com

DELETE

RELOAD ADD

Figure 4.6.45. SMTP management panel. The "Mail recipients" tab.

Click ADD button to configure a new mail recipient record, it will open the "New recipient” pop-
up window.

New recipient

email cc

admin@ourcompany.com support\@ourcompany.com

bece

security@ourcompany.com

CANCEL CREATE

Figure 4.6.46. "New recipient"” pop-up window.

To finalize configuration of the new mail recipient record, click the CREATE button. To cancel,
click CANCEL button.

To delete the mail recipient record, click the DELETE button within the mail recipient record
panel. It will open the Delete recipient confirmation pop-up window.
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Delete recipient

Are you sure you want to delete
recipient admin@ourcompany.com?

YES

Figure 4.6.47. "Delete recipient” confirmation pop-up window.

Click the RELOAD button to refresh mail recipient records from the RPCM (in case the list of
records was changed from another interface like CLI or another browser session).

4.6.11. Cloud Connection Settings (RPCM.CLOUD)

More information. RPCM.CLOUD is an complementary online service that provides extended monitoring, telemetry
collection, power consumption analysis, software updates and many other features for the entire customer’s fleet of RPCM
devices.

Cloud Connection Settings panel is intended to control state of the RPCM.CLOUD connection.
There are the following fields and controls in the "Cloud Connection" tab:
Cloud session status — information about the status of the connection;

Enable export of telemetry from this RPCM to the Cloud — this switch enables/disables the
export of telemetry data from RPCM to the RPCM.CLOUD (enabled by default);

Enable control of this RPCM via the Cloud — this switch enables/disables the control of RPCM
from the RPCM.CLOUD (disabled by default.

Cloud connection Cloud Registration

&> Cloud session status: connected
) Enable export of telemetry from this RPCM to the Cloud
Enable control of this RPCM via the Cloud

RELOAD

Figure 4.6.48. RPCM Cloud configuration panel —"Cloud Connection" tab

The "Cloud Registration" tab is intended to manage and track the registration in RPCM.CLOUD.
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Cloud connection Cloud Registration

@ Registration status: registered
MAC Address: B8F74A000017

Serial Name: AntiGeroy
Serial Number: RU2017101100000002MOQ1DNO1

Figure 4.6.49. RPCM Cloud configuration panel —"Cloud Registration” tab.

4.6.12. API Service Settings
RPCM features REST API service listening on TCP Port number 8888.

API Service Settings

API Authentication:

API Key: 88ba3e8e614df5988483a8b2269cdab9
Key Status:

Figure 4.6.50. The "API Settings" panel.
This panel includes the following fields and controls:

o API Authentication — this switch enables/disables authentication when using the REST
API (disabled by default);

o API Key — shows the generated API key;

o Key Status — this switch enables/disables the key (enabling API Authentication and
setting the Key Status to disabled state, effectively disables access to REST API).

Click the GENERATE NEW button to generate a new API key.

Click the RELOAD button to refresh API Service Settings from the RPCM (in case the
configuration was changed from another interface like CLI or another browser session.
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4.6.13. Front Panel Display Settings

Note. For more information on the appearance and display device of the RPCM, it is recommended that you read the
information from the section "4.1. Physical Interface".

The RPCM display is a matrix of light segments for displaying alphanumeric messages.

To configure it via the web-interface, use the "Display Settings for Device" panel in the
"Configuration” section.

Table 4.6.1. Messages displayed on the display.

Value Name Unit of measurement Example of message

Voltage Volt, V 048

Current input Amps, A 14

Power Kilowatts, KW 3.2

[P Address dotted digits 192.168.1.1

MAC address hexadecimal digits separated by a colon : 68:05:CA:42:EC:22

Serial name English characters KrepkiyLob

Serial number English characters and numbers RU2017101100000002M001

DNO1

Post user It is recommended to use English characters|Any, for example "NO1"

and numbers, hyphen -

Front panel Display settings

Custom message: RPCM-1

Text color: Yellow

Will shown by default: UserMessage

SAVE RELOAD

Figure 4.6.51. Front Panel Display setting.
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Front Panel Display Settings has the following fields:

o Custom message — message displayed on the display when User Message option is
selected in “What to show by default” field or when user reaches User Message by using
buttons on the physical front display panel (up to 31 characters);

o Text color — color of the Custom Message;

« What to show by default — use this field to select what will be shown on physical
display upon start-up of the RPCM (see Table 4.6.1).

Front panel Display settings
Power
IpAddress
Custom message: MacAddress
SerialName
Text color:

SerialNumber

UserM
Will shown by default: S B

Figure 4.6.52. Select the default message to display.

4.6.14. Backup and restore settings
The Backup tab contains a single button named DOWNLOAD CONFIGURATION.
Clicking DOWNLOAD CONFIGURATION initiates download of backup configuration file.
The name of the file is: "RPCM_SerialName_YYYYMMDD_HHMMSS.config", where:

e SerialName — the RPCM device serial name;

o YYYYMMDD — date of backup file creation in the "year-month-day" format;

o« HHMMSS — time of backup file creation in the "hours-minutes-seconds" format

For example, RPCM_SerialName_20190410_231551.config. The file name is created
automatically.
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Backup | Restore

DOWNLOAD CONFIGURATION

Figure 4.6.53. Backup tab.

The "Restore” tab is used to restore the RPCM configuration from a backup copy. It contains a
single button named “CHOOSE FILE...”

Clicking “CHOOSE FILE...” opens the standard file selection window of the operating system. You
need to select the configuration backup file to proceed.

Backup ‘ Restore

Please select configuration file

CHOOSE FILE...

Figure 4.6.54. Restore tab.
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4.7. Updating the RPCM Software

4.7.1. General Information
This section describes the software update for the Resilient Power Control Module (RPCM).

You can access this section by using the menu item Navigation Update or by typing:
http://<name_or_IP_RPCM>/update/ in the browser line (provided that authentication was
successful before).

Note. Screenshots of the RPCM DC 232A are shown as an illustration. For other models of RPCM DC, the basic principles of
working are preserved.

x o
2 rpcmadmin
<
Dashboard
AvtonomnayaPila [SSH]
10.210.1.252
Inputs
Outputs BegemotShokolad [SSH]
10.210.1.124
Configuration
BegunMarafonets [SSH]
Network Utilities e
System Journal BelyiVolos [SSH]
10.210.1.94
Software Update
BystrayaMolniya [SSH]
Automation e
Documentation Cliislyilelomd [ssH)
10.210.1.104
About This RPCM
ChistyiList [ssH)
10.210.1.132
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Firmware: 0.9.697 ChyornyyeDni [SSH)
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Figure 4.7.1. Navigation to the "Software Update"” menu.

Note. Some details about RPCM Software and Firmware.
RPCM uses 3 controllers:

High Level Controller (HLC), which runs Software;

Low Level Controller (LLC), which runs Firmware;

Display Controller, which runs Display Firmware.

Low Level Controller is responsible for low level operations such as input and outlet management, ATS (for RPCM AC ATS
16A, RPCM AC ATS 32A, RPCM DC ATS 76A), meters, overload and short circuit protection.

Display Controller is responsible for external displays.

High Level Controller is responsible for the user interfaces, including web interface, SSH CLI, REST API, SNMP and so on.
Software updates may include Firmware updates.

ATTENTION! For models with ATS it is necessary to connect power at the first input to avoid

disconnecting consumers when updating. This is necessary when updating the controller
firmware, process of which takes about 1 minute.
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4. Description of the RPCM Device

4.7.2. Description of the Update Window

Window for Software Update can be divided into three areas:
1 — Information Fields;
2 — Update file selection and process control area;

3 — Progress steps area.

Model: RPCM
Model Number: 1502
1 Serial Name: AntiGeroy
Software version: 0.4.1.0
Software date: 2018-01-24 12:28
Firmware version: 0.9.391
Firmware date: 2017-12-12 16:07

Software update file: rpcmsoftware.0.4.1.rpcm

Progress: -

CANCEL

3 @ 224 2 > 3 >pp 4

v v

Figure 4.7.2. Main window of the "Software Update" section.
Information fields contains the following:

Model (Model);

Model Number;

Serial Name;

Software version;

Software release date;

Firmware version;

Firmware date.

Management area contains the following:

Software update file;
State;

Progress.

2 State: Software update uploading is in progress...
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4. Description of the RPCM Device

And also the following buttons:

CHOOSE FILE;

CANCEL;

UPDATE FIRMWARE;

UPLOAD.

In the Information area, the sequence of the update is shown graphically:
Select the firmware file;

Upload the file to the device;

Start the update process;

Restart the device.

At the bottom of the window there is a button CLOSE, which is pressed to go to the section
Control Panel (Dashboard).

4.7.2. Update via SSH CLI

This section describes the procedure for updating via the SSH CLI (Command Line Interface).
Applying this method is especially important if there is no possibility to use a channel with a
bandwidth for updating via web interface.

Given is an example of updating the system via SSH CLI from a UNIX family operating system.

For operating from a Windows family of operating systems, it is recommended to use the PUTTY
software suite to perform the procedure of downloading the update file and to access the
command line via the SSH protocol.

Start of the procedure for copying the update file using the SCP protocol:

scp rpcmsoftware.0.3.27.rpcm scprpcmsoftware.0.3.27.rpcm rpcmadmin@192.168.1.28:
rpcmsoftware.0.3.27.rpcm

Where:

rpcmsoftware.0.3.27.rpcm is the name of the update file;
rpcmadmin is the username with administrator rights;
192.168.1.28 is the IP address of the updated RPCM device;
SuperGeroy is the serial name.

The system returns the need to accept the SSH key:

The authenticity of host ' 192.168.1.28 (192.168.1.28) 'can not be established.
ECDSA key fingerprint isSHA256: 24WVCVbzZA + OxfJOG6ZKvkEdq + fgnTp / enInTufSuel.

Are you sure you want to continue connecting (yes / no)?
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4. Description of the RPCM Device

After the answer yes

We receive a message about the need for password authentication:

Warning: Permanently added'192.168.1.28 '(ECDSA) to the list of known hosts.
rpcmadmin@192.168.1.28"'s password:

After successfully entering the password, the process of copying the update file begins:
rpcmsoftware.0.3.27.rpcm 100% 1537MB 8.6MB / s ©2:58

We connect to RPCM in command line mode (CLI) with the SSH protocol:

ssh rpcmadmin @ 192.168.1.28

Request a password:
rpcmadmin@192.168.1.28"'s password:
Successful authentication response:

Last login: Wed Jan 5 01:36:33 2000 from 192.168.1.10

RPCMC1i version 0.3.25 is starting

user rpcmadmin successfully authenticated from 192.168.1.10, access level superuser
Auto-logout time is set to 3600 seconds

[Serial Name]: SuperGeroy [Temperature]: 27C
[Serial Number]: RU2017101100000001M001DNO1 [Ground]: GOOD
[Firmware Version]: 0.9.400 [Release Date]: 20180116132229
[Software Version]: 0.3.25 [Software Release Date]: 20171225083104
[Uptime]: ©9:04:12 [Model / Hardware Version]: 4076 / RPCM
[Force Failback]: OFF [Failback Delay in Seconds]: ©

[Input 1]: 49V ©.000A 0.000KW (ACTIVE, PRIORITY)
[Input 2]: 49V ©.000A 0.000KW
[Output ©]: ON <admin: ON> @mA OW
[Output 1]: ON <admin: ON> @mA OW
[Output 2]: ON <admin: ON> ©mA OW
[Output 3]: ON <admin: ON> @mA OW
[Output 4]: ON <admin: ON> @mA OW
[Output 5]: ON <admin: ON> ©mA OW
[Output 6]: ON <admin: ON> ©mA OW
[Output 7]: ON <admin: ON> ©mA OW
[Output 8]: ON <admin: ON> @mA OW
[Output 9]: ON <admin: ON> ©mA OW

Type 'help' to get suggestions

SuperGeroy [192.168.1.28] © rpcmadmin>

To view the status, use the command:

show update
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Immediately after downloading the file, it is verified:

Current update status:

Status: Software update file is being verified ...
Progress: 77.90%

After the verification is completed, the return to the entered command is:

show update

The system will prompt you when you are ready to start the update procedure:

Current update status:

At this stage, you need to enter a command to start the update procedure:

start update

In the response to the input command:

show update

The system responds with following:

Software update has started ...

Type 'help' to get suggestions
Note. If you type start update before the update file is finished, the system will respond with:
We are not ready to start update, software update file should be uploaded and verified...

The update procedure does not start in this state.
The status of readiness can be controlled with the help of the command:

show update

The system response can depend on the status of one of the following (see examples below):

Current update status:

Status: Recovery procedure is in progress ...
Progress: 5.73%

Status: Applying update ...
Progress: 14.88%

Status: Verifying applied update ...
Progress: 41.17%

After the upgrade process is completed, the system responds to the command:

show update
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It will return the following response:

Current update status:

Status: Update complete, please manually restart RPCM
Progress: 100 %

After this message, you need to enter the command to restart the High Level Controller (HLC):

restart high-level-controller

In response, the system issues a request to confirm the restart:

Please enter 'RESTART' (ALL CAPS MANDATORY) and press ENTER to restart High Level
Controller immediately, or anything else to cancel:

After the command is entered:

RESTART

You will receive a proposal to restart the SSH CLI session:

Please disconnect your SSH session manually... Restarting High Level Controller in 5
seconds. ..

WARNING! If RPCM gets an IP address via DHCP or via Zero Configuration Networking, then the
[P address after the restart may change.

To prevent this situation, it is recommended to bind the IP address to the MAC address via the
DHCP server settings.
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4.8. System Journal

4.8.1. General Information

This section describes the Resilient Power Control Module (RPCM) event log.

You can access to this section by using the menu item Navigation System journal or by typing:

http://<name_or_IP_RPCM>/logs/ in the browser line (provided that authentication was

successful before).

Note. Screenshots of the RPCM DC 232A are shown as an illustration. For other models of RPCM DC, the basic principles of

working are preserved.

o rpemadmin 5]
Dashboard

AvtonomnayaPila
Input 10.210.1.252
Outputs BednyiKotTom

10.210.1.72
Configuration

BegunMarafonets
Network Utilities 10.210.1.99
System Journal BelyiVolos

10.210.1.94
Software Update

BystrayaMolniya
Automation 10.210.1.26
Documentation ChistyiKislorod

10.210.1.104
About This RPCM
ChistyiList
For Dear Customer 10.210.1.132
ChudnyiMig

Current version 10.210.1.159

Date: 2019-05-15 09:34
Firmware: 0.9.743
Software: 0.7.75

ChungaChanga
10.210.1.233

[SSH]

@
T

17
=3

Figure 4.8.1. Menu to go to the "System journal” section.

4.8.2. Description of the System Journal Window
The Event Log window can be conditionally divided into 3 areas:

1 — Filter bar;

2 — Information window;

3 — Action buttons.
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Output 2 Overcurrent alarm status is changed
Output Overcurrent alarm status is changed
Output Overcurrent alarm status is changed
OQutput Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output Overcurrent alarm status is changed
Output Overcurrent alarm status is changed
Output Overcurrent alarm status is changed
Qutput Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output 2 Overcurrent alarm status is changed
Output Overcurrent alarm status is changed
Qutput Overcurrent alarm status is changed

Figure 4.8.2. Main window of the "System Journal”.

4.8.3. Filter Bar

It is located immediately under the heading "System journal"”

[t serves to control the demonstration mode.

ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON

Figure 4.8.3. Filter bar of the "System journal"”

Below is a list of items from the Filter bar.

The field "Since the date” — element is used to set the start date and time from which the log

entries are needed.

Selection menu "Severity" — it is used to limit the output of messages by type. The asterisk

symbol (* ) removes the restriction.
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There are 8 types of messages in RPCM:

emergency — "especially dangerous”;

alert — sudden events by reference values;

critical — critical error;
error — non-critical error;

warning — warning;

notice — comment about the condition;

info — information message;

debug — information for debugging.

Sort order:
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-
2018-

. 2018-
2018-
2018-
2018-
2018-
2018-
2018-

01-
01-
0l1-
01-
01-
01-2
01-
01-
01-
01-
01-
01-
01-
01-
01-
01-
01-
0l1-
0l1-
01-

emergency
alert
critical
error
warning
notice

info

debug

Output
Output
Output
Qutput
Output
Output
Output
Output
Output
Output
Output
Qutput
Output
Output
Output
Output
Output
Output
Output
OQutput
Qutput
Output

Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent
Overcurrent

alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm
alarm

status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i
status i

changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed

Figure 4.8.4. Drop-down menu for "Type of messages".

ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON
ON to OFF
OFF to ON

RESET

The field "Include” serves to filter output records; only messages containing keywords are

displayed.

The field "Exclude” is intended to filter of output records, but opposite in action, i.e. only
messages that do not contain keywords are displayed.
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alarm RESET
sort order: T Add more. . .

9. 2018-01-22 19:49:05 in User x@10.210.6.10 authentication failed via web
8. 2018-01-22 19:49:11 info User rpcmadmin@l®.210.6.10 authenticated successfully via web

Add more. ..

Figure 4.8.5. Action of the Exclude item. Only messages that do not contain the word "alarm” are
displayed

The LOAD and RESET buttons are used to load messages and reset to the original values,
respectively.

4.8.4. Information Window And Bottom Buttons CLEAR and CLOSE.

The Information window is a black field with a white font for displaying system messages.
It can contain the control "Add more ..." to display a new group of messages.
The CLEAR button serves to clear the information window.

The CLOSE button closes this window and switches to the Dashboard.
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4.9. Network Utilities

4.9.1. General Information

This section describes the "Network Utilities" section of the Resilient Power Control Module
(RPCM).

You can get to this section using the menu item Navigation Network Utilities or by typing: http://
<name_or_[P_RPCM>/netutils/ in the browser string (assuming that authentication was
successful before).

Note. Screenshots of the RPCM DC 232A are shown as an illustration. For other models of RPCM DC, the basic principles of

working are preserved.

2 rpcmadmin 5]
<
Dashboard
AvtonomnayaPila [SSH]
Input 10.210.1.252
Outputs BednyiKotTom [SSH]
10.210.1.72
Configuration
BegunMarafonets [SSH]
Network Utilities 10.210.1.99
System Journal BelyiVolos [SSH]
10.210.1.94
Software Update
BystrayaMolniya [SSH]
Automation 10.210.1.26
Documentation ChistyiKislorod [SSH]
10.210.1.104
About This RPCM
ChistyiList [SSH]
For Dear Customer 10.210.1.132
) ChudnyiMig [SSH]
Current version 10.210.1.159
Date: 2019-05-15 09:34
Firmware: 0.9.743 ChungaChanga [SSH]
Software: 0.7.75 10.210:4.238

Figure 4.9.1. Menu to go to the "Network Utilities" section.
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4.9.2. Description of the "Network Utilities"” Window
The "Network Utilities" window can be conditionally divided into 4 areas:
1 — Command area;

2 — History of commands;

3 — Log;

4 — Bottom area.

ping 192.168.1.1 1 BUN
History
PING localhost (127.0.0.1) 56(84) bytes of data.
localhost 64 bytes from localhost (127.0.0.1): icmp_seg=1 ttl=64 time=0.106
ping 64 bytes from localhost . i ! ttl=64 tim .
64 bytes from localhost ttl=64 tim .
64 bytes from localhost .0. ttl=64 time=0.
192.168.1.1
ping 2 --- localhost ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 300lms
rtt min/avg/max/mdev = 0.055/0.097/0.131/0.029 ms

01.02.2018, 20:25:46

PING localhost (127.0.0.1) 56(84) bytes of data.

64 bytes from localhost (127.0.0.1): icmp_seqg=1l ttl=64 time=0.141
64 bytes from localhost (127.0.0.1): icmp_seqg=2 ttl=64 tim .137
64 bytes from localhost (127.0.0.1): icmp_seg=3 ttl=64 tim .145
64 bytes from localhost (127.0.0.1): icmp seq=4 ttl=64 time=0.095

--- localhost ping statistics -—-
4 packets transmitted, 4 received, 0% packet loss, time 3885ms
rtt min/avg/max/mde